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element attribute
child element

element

  1

 = 1

0  #  1

<Consortium name=” ABC4Trust”>
<Partner name=”Alexandra Institute AS ” acronym=”ALX”>

<Country>Denmark</Country>
<Address>Aabogade 34, 8200 Aarhus N </Address>
<Person>Jakob Pagter</Person>
<Person>Gert Laessoe Mikkelsen </Person>

</Partner>
<Partner name=”CryptoExperts” acronym=”CRX”>

<Country>France</Country>
<Person>Pascal Paillier</Person>
<Person>Cecile Delerablee </Person>

</Partner>
</Consortium>

Format specified by schema

<Consortium @name>

<Partner @name @acronym>

<Address>

<Country>

<Person>

attribute
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Identity Provider (IdP) Service Provider (SP)

User

3. authentication 1. 
req

ue
st 

res
ou

rce

2. pseudonym & 
attribute request

4. signed attribute 
response

5. 
res

ou
rce
































login = johndoe
pwd = *******

pseudonym BjzX9vbp
phone +123456789
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Identity Provider (IdP) Service Provider (SP)

User

3. authentication 1. 
req

ue
st 

res
ou

rce

2. pseudonym request

4. signed authn
response

5. 
au

the
nti

ca
tio

n







login = jdoe
pwd = *******



*******











*******



pwd-authenticated
pseudonym BjzX9vbp

login = johnd
pwd = *******

6. 
res

ou
rce
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<Assertion @ID @IssueInstant>

XML signature of assertion by issuer 

Principal that is subject of the assertion

Abstract statement type

Statement that (and how) user authenticated at IdP

<Issuer>SAML authority making the claim
Assertion with unique identifier and time of issuing

<ds:Signature>

<Subject>

<Conditions>

<Statement>

<AuthnStatement>

<AttributeStatement @Name>

<AttributeValue>

Constraints on use of assertion (time, audience,…)

Statement that subject has specified attribute values.
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SOAP

WS-Security

WS-Trust

WS-Federation

SAML
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• 
 Security Token 

Service (STS) Web Service

Requestor

sh
ow

 to
ke

nobtain token

(verify token)

SOAP

WS-Security

WS-Trust

WS-Federation

HTTP …

SAML
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SOAP

WS-Security

WS-Trust

WS-Federation

HTTP …

SAML
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STS

Requestor Resource

STS

1 2

3

STS

Requestor Resource

STS

1 2

3
Resource

STS

4

5

STS

Requestor Resource

STS

1a 2

4

Attribute &
Pseudonym

Service

1b 3

1c

5
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Issuer Relying Party

User

1. issuance 2. 
req

ue
st 

res
ou

rce

4. 
pre

se
nta

tio
n t

ok
en

3. 
ps

eu
do

ny
m &

att
rib

ute
 re

qu
es

t

5. 
res

ou
rce
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Issuer Relying Party

User

1. issuance 2. 
req

ue
st 

res
ou

rce

6. 
pre

se
nta

tio
n t

ok
en

4. presentation token, 

issuance request

3. 
ps

eu
do

ny
m &

att
rib

ute
 re

qu
es

t

7. 
res

ou
rce

RP-STS

5. issuance



 − − 





• 

• 

<PresentationToken>

Class is “claim” or “ID”

List of revealed attributes and their values

<Message>Message being signed by this token
<Nonce>

<SignedData>

<Presentations>

<Presentation @TokenClass>

Cryptographic challenge
Application-specific human-readable information

<SubsetProof>

<Attributes>

... (crypto data)

One token can contain one or more presentations
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