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XML  Artefacts  in  D2.1  

Technology-­   

including:  

Credential  specification  

Issuer  parameters  

Presentation  policies  

Presentation  tokens  

Issuance  policies  
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Söderhamn  pilot  

  
Private  document  management  
Anonymous  discussion  boards  
Consulting  by  professionals  

  

Authorities  can  lift  anonymity  in  case  of  emergency,  e.g.,  
Child  abuse  
Threats  of  violence  

  

  



4  Gregory  Neven,  IBM  Research  -­  Zurich                      ABC4Trust  1st  Reference  Group  Meeting,  Zurich,  February  13,  2011  

Use  case:  private  documents  

Each  pupil  gets  school  credential  containing  
First  and  last  name  
Civic  number  (=  birthdate  +  4  digits)  
Gender  
School  name  
  

Access  private  documents  by  revealing  civic  number  
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Credential  specification  

School  credentials  
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Issuer  parameters  
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Presentation  policy  

  

User   Verifier  
presentation  policy  

presentation  token  
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Presentation  token  

  

User   Verifier  
presentation  policy  

presentation  token  
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Use  case:  discussion  boards  

Each  pupil  gets  course  credential  for  each  course  taken  
Attribute  course  subject  
Bound  to  same  key  as  school  credential  
  
  

Access  anonymous  discussion  board  for  
Boys  older  than  12  taking  English  
Civic  number  recoverable  by  school  inspector  
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Credential  specification  

Course  credentials  (one  per  pupil  and  per  course)  
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Issuance  policy  
Carry  over  key  from  school  credential  to  course  credential  

User  Issuer  
issuance  policy  

issuance  token  

issuance  protocol  
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Presentation  policy  
Boys  older  than  12  taking  English  
Civic  number  recoverable  by  school  inspector  
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Presentation  policy  (cont.)  
Boys  older  than  12  taking  English  
Civic  number  recoverable  by  school  inspector  
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Conclusion  

Not  in  these  examples  but  also  defined  
Issuance  tokens  
Cross-­credential  attribute  predicates  
Revocation  
  

ABC4Trust  XML  schema  
  

Technology-­agnostic:  crypto  hidden  in  dedicated  elements  
Easy  to  switch  between  U-­Prove  and  Identity  Mixer  
Even  support  mixed-­technology  tokens  


