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Abstract

The goal of ABC4Trust is to address the federation and irdaegdability of technologies that support
trustworthy yet privacypreserving Attributebased Credentials (ABC). Towards this goal, one of the
main objectives of the project is to define a common, unified architecture for pABCysystems to

allow companng their respective features and combining them on common platforms. The first version
of this architecture is described deliverable D2.1 of the projecits main contribution is the
specification of the data artifacts exchanged between the implicatiéese(i.e. issuer, user, verifier,
revocation authority, etc.), in such a way that the underlying differences of concrete AB@cy
implementations are abstracted away through the definition of formats that can convey information
independently from # mechanisrspecific cryptographic data. It also defines all technolagyostic
components and corresponding APIs a systemgatedthplement in order to penfim the corresponding
operations The ABCA4Trust architecture is an ongoing work and it continyoasolves, so this
Heartbeat H2.1 document comesptesent a first update of D2.1. This document targekeep early
adopters ufto-date, so it presents only those changes that are relevant to the development of
applications and removes the detailshaf internal components.
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Executive Summary

ABCA4Trustproduces an architectural framework frivacyABC technologies that allows é&rent
realizations of these technologies to coexist, be interchanged, and federated. This enables users to
obtain credentials following different Priva@yBC technologies and use them indifferently on the
same hardware and software platforms, as weleasce providers to adopt whatever PrivagC
technology best suits their needs.

In particular, the architecture has been designed to decompose future (reference) implementations of
PrivacyABC technologies into sets of modules and specify the abstractidnality of these
components in such a way that they are independent from algorithms or cryptographic components
used underneath. The functional decomposition foresees possible architectural extensions to additional
functional modules that may be debie and feasible using future Priva8BC technologies or
extensions of existing ones.

The architecture of ABCA4Trust is defined by following a layered approach, where all PAB&ry
related functionalities are grouped together in a layer called ABCE (@&fjine).Deliverable D2.1

AAr c hi t eAtttbute-basedf Gredential TechnologiésV e r s i §OKL+111]odescribes the
details of this layer. More specificallyt provides simple interfaces towards the application layer,
thereby abstracting the interndésign and structure. So thechitecturedefines and standardizes all

the technologyagnostic components of thEBCE layer, as well as the APIs they provide. For the
latter, thearchitecturedefines first the interfacabatthe ABCE components offer the upper layers

(e.g. Application), as well as the APIs that the different components within the ABCE layer expose to
each other.

Equally important in the architecture is the specification of the data artifacts exchanged between the
implicated actors, irsuch a way that the underlying differences of concrete PrHX&8Ss are
abstracted away through the definition of formats that can convey information independently from the
mechanisnspecific cryptographic data. So the documamphasizes on theéML basedspecification

of the corresponding messages exchanged during the issuance, presentation, revocation, and inspection
of privacyenhancing attributbased credentials.

The deployment of the reference implementation of this architecture in the pilot ssahaiig the

next months will give valuable feedback to the architecture design and the experiences gained will
enable its finalization in the second version (M39). The second version will also concentrate on more
detailed definitions needed for advancedtéires (e.g. algebraic operation in predicates or in-carry
over issuing, efficient updates of attributes, limited spending, inspection of proofs, etc.)

However, the initial version presented in D2.1 has already started changing and this heartbeat comes
as an intermediary update of some parts that particularly concern application devéftoparscular,

this heartbeat removes the details of how the ABCE layer looks internally and gives a simpler and
more modular explanation of its functionality. Correspd i ngl vy, it presents an
that the ABCE layer offers to the application layer, as well as an updated version of the dataformats.
also presents some updates in the definition of concepts and features of ABCs. Oveualilatbe

reflects the current ABCE reference implementation that has been cethpled being used by the

pilots. What presented here is independent of the internal ABCE archéegthich is constantly
evolving, butsincethese changes do not concern applicatioreldpers, this document has removed

the corresponding sections.
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1 Introduction

Many electronic applications and services require some authentication of participants to establish trust
relations, either foonly one endpoint of communication or for both. One widely used mechanism for
this is passwordbased authenticatio.oday, individuals are asked to maintain dozens of different
usernames and passwords, one for each website with which they interactaultestication
mechanism is not always optimal, since it creates a burden to individuals and encourages the reuse of
passwords through multiple services, which in turns makes online fraud and identity theft easier.
Spoofed website, stolen passwords and promised accounts have negative impact not only to
individuals but also to businesses and governments, who are unable to offeralbighonline
services.

Given the weaknesses of such a simple authentication method, multiple alternate techniques have been
developed to provide a higher degree of access control and personal data management. ldentity
management (or IdM for short) consists of the processes and all underlying technologies for the
creation, management and usage of digital identities. Broadl\kiegedahese techniques come to

cover the need of individuals and businesses to verify whether a presented identifier or identity is
actually representing the entity one trusts or that is entitled to enter into a certain transaction or
communication [DEF11]

In this chapter, we start with a brief discussion about the privacy issues concerning the current IdM
systems. Then we introduce Attribtiased credentials and how they can be used to effectively
resolve these privacy issues. Following that, we goutitiothe objectives and the goals, which
ABCA4Trust project is aiming for, and continue with describing the design decisions and strategies
which have been considered in the ABCA4Trust architectural work. The last section provides an
overview of the documerstructure and the organization of the following chapters.

1.1 Privacy issues of current IdM systems

In their everyday offline transactions, people have to present credentials in order to perform a number
of operations. There are several aspects in thesettiorss that are privacy respecting, but have not
been preserved in similar transactions online. For example, when individuals have to present their ID
card to open a bank account or board an airplane, the government authority issuing the ID cards does
notlearn about every place individuals have to present their card.

On the other hand however, there are also some aspects of offline transactions that are not privacy
respecting. For example, showing the ID card to buy alcohol at the store reveals egtraneou
information, such as the exact date of birth, while what is actually requested is to prove that one is
over a certain age. This is not really a problem in the offline world, because the infrastructure (i.e., the
clerk behind the counter) is not equippedog and remember all disclosed information; but things
change in the online world: disclosed information is forever remembered.

Usersd online pri v a caga numberiohcountgea aré imrgdugng or bre abaut e n e ¢
to introduce electroni identity cards (elD) and drivers licenses [FP11], expanding the use of
credentials in the online world. Moreover, electronic ticketing and toll systems are also widely used all

over the world. As such electronic devices become widespread for iderificatithentication, and

payment (which links them to people through credit card systems) in a broad range of scenarios.

One desirable goal of building online identity management systems should be to keep the privacy
respecting aspects of the offline paged and resolve the negative aspects. To see the problems that
emerge for privacy, one has to observe the flow and storage of information between the involved
entities. A typical identity management is based on the relations between three core partisgrthe
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(U) who requests a service from the Relying Party (RP) that offers the service and relies on the
Identity Service Provider (IdSP) to provide authentic information about the identity of the user

We briefly review below some of the main privacy aspex the practices followed today, based on
the parties and the relations introduced [Bra00].

1.1.1 IdSP knows all user transactions

Even though the IdSP does not necessarily need to know where the user is authenticating and which
service she is requesting fathis happens in a large portion of the existing federation identity
management systems. More specifically, in those systems where the Identity Service Provider is
involved each time a user authenticates to a Relying Party, the IdSP might be ablettadkeefthe

user actions, depending on the exchanged information between the IdSP and the RP. This enables the
IdSP to trace and link all communications and transactions of each user. Moreover, if the user does not
perform an active role in the informaticexchange between the IdSP and the RP (e.g. OpenID
[OpenID2.0), there is a high security risk of identity theft and impersonation of the user by the IdSP

or an intruder who has gained access to the IdSP resources.

1.1.2 Linkability across domains

I n t o endity damagement systems, each Relying Party can store all the tokens that are presented

to it, and can link them together. The simplest examph.399 certificates where he cer t i f i c a
public keyand i ssuer ds si digita fingarpit, iaescapably deaving andiitalotriil

wherever the citizen presents the certificéttethis manner, dossiers can automatically be compiled

for each individual about his or her habits, behavior, movements, preferences, characteristics, and so

on. Different Relying Parties can exchange and link their data on the same basis.

1.1.3 Proportionality often violated

There are many scenarios where the use of certificates unnecessarily reveals the identity of their
holder, for instance scenarios where a service phatfinly needs to verify the age of a user but not
his/her actual identity.

A typical example is the citizen PKI, where each citizen is provided with a X.509 certj¥&f18] as
the digital identifier for securely accessing the online services offerdthiebgovernments. These
certificates contain a set of attributes suctfudlsname, date of birth, gender, atidl number and
inevitablyall will be revealed to the Relaying Party each time the certificate is presented.

Revealing more information than nesary not only harms the privacy of the users, but also increases
the risk of abuse of information such as identify theft when information revealed falls in the wrong
hands.

1.1.4 Privacy Attribute-based Credentials

Over the past years, a number of technolodiage been developed to build Privaamyhanced
Attribute-based Credential (Priva@dBC) systems in a way that they can be trusted, like normal
cryptographic certificates, while at the same time they protect the privacy of their holder, resolving the
problens discussed in the previous section, in addition to other properties.

SuchPrivacyABCs are issued just like ordinary cryptographic credentials (e.g., X.509 credentials)
using a digital (secret) signature key. However, as we will see in Chapter 2, FAxB&syallow their

holder to transform them into a new token, in such a way that the privacy of the user is protected. Still,
these transformed tokens can be verified just like ordinary cryptographic credentials (using the public
verification key of the iaser) and offer the same strong security.
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There are a handful of proposals on how to realize a Pri&B€Y system in the literature [Cha85,
Bra93, cLO1, cLo4] . Notable is especially the afj
and Mi cr-RPravey Bstwelsas éxtended work done in past EU projects. In particular, the EU

funded projects PRIMEand PrimeLifé have actually shown that the stafiethe art research

prototypes of PrivacABC systems can indeed confront the privacy challenges dfititge
management systems.

The PRIME project has designed an architecture for prieatyancing identity management that
combines anonymous credentials with attrithésed access control, and anonymous communication.
That project has further demonstrateé practical feasibility with a prototypical implementation of

that architecture and demonstrators for application areas sucHeasniag and locatichased
services. PRIME has, however, also uncovered that in order for these concepts to be applicable i
practice further research is needed in the areas of user interfaces, policy languages, and infrastructures.

The PrimeLife project has set out in 2008 to take up these challenges and made successful steps
towards solutions in these areas. For instancdias shown that PrivaedBC systems can be
employed on Smart Cards and thus address the requirements of jmiotanting elD cards
[BCGSO09]. Also, in the last decade, a large number of research papers have been published solving
probably all roadblockso employ PrivacyABC technologies in practice. This includes means to
revoke certificate Nlgu05 BDDDO07, CL02, CKS09], protection of credentials from malware
[CamO06], protection against credential abuS&lK+06, CHLOG, proving properties about certified
attributes [CG08CCSO0§, and means to revoke anonymity in case of misuse [CS03].

Despite all of this, the effort of understanding Priva@C technologies sar was rather theoretical

and limited to individual research prototypes. Indeed, PRIME and PBifenshowed that Privacy

ABC technologies provide the desirable level of privacy protection, but so far this has been
demonstrated in a very limited number of actual production environments with real users.

Furthermore, there are no commonly agreed séirations, features, formats, protocols, and metrics
to gauge and compare these PrivABC technologies, and it is hard to judge the pros and cons of the
different technologies to understand which ones are best suited to which scenarios.

Thus, there istdl a gap between the technical cryptography and protocol sides of these technologies

and the reality of deploying them in production environments. A related problem with these emerging
technologies is the lack of standards to deploy them. For instarmesitéoon papempublishedby

ENI SA on fAPrivacy Featurktscafi GnsopfeBENI 8AD9Caoils
ABC Atechnol ogies have been available for a | on
mainstream applications and elD caadp pl i cati onso even though coun
Germany have taken some important steps in this sense.

1.2 The ABC4Trust Project

The aim of the ABCA4Trust project is to deepen the understandiiyiviacyABC technologies,
enable their efficient and fekctive deployment in practice, and their federation in different domains.
To this end, the project:

1. Produces an architectural framework fBrivacyABC technologies that allows different
realizations of these technologies to coexist, be interchaagddederated

a. ldentify and describe the different functional components of PHA&BE technologies,
e.g. for request and issue of credentials and presentation of tokens;

WWW.prime-project.eu
www.primelife.eu
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b. Produce a specification of data formats, interfaces, and protocols formathisfo
framework;

2. Defines criteria to compare the properties of realizations of these components in different
technologies; and

3. Provides reference implementations of each of these components.

With a comparati ve und e ivacy-ABEG thkchmlpgies, it wilt be dagigrfos a v ai
different user communities to decide which technology best serves them in which application scenario.

It will also be easier to migrate to newer Priva&kC technologies that will undoubtedly appear over

time. In addition, the same users may want to access applications requiring different -RB@cy
technologies, and the same applications may want to cater to user communities preferring different
PrivacyABC technologies. Finally, the architecture and protogécifications proposed by the
ABCA4Trust project flatten the road towards establishing standards that allow for the interchangeability

and federation of PrivaexBC technologies.

1.3 The ABC4Trust Architecture

From the three project goals above, this doeninfiocuses on the first one, namely the architecture for
PrivacyABC technologies. This is presented extensively in the chapters to follow. It is however useful
for the reader to first understand the goals and design considerations that were takecourtd ac
during the design of this architecture. This subsection elaborates on these decisions and prepares the
reader for the chapters that follow.

1.3.1 Goals of the Architecture

A contribution of this project to the state of the art is the definition of a comundied architecture
for federating and interchanging different Priva®BC systems in a way that

1. users will be able to obtain credentials for many PrivaB{ technologies and use them
indifferently on the same hardware and software platforms, and

2. senice providers and IdSPs will be able to adopt whatever Pr#&y technology best suits
their needs.

Furthermore, the architecture has been designed to decompose future (reference) implementations of
PrivacyABC technologies into sets of modules and dyethe abstract functionality of these
components in such a walgat they are independent fromgorithms or cryptographic components

used underneath. The functional decomposition foresees possible architectural extensions to additional
functional moduleghat may be desirable and feasible using future Prive®@ technologies or
extensions of existing ones.

Indeed the project aims not only to federate PrivaB{Z systems but to let them coexist on the same
platform. This in turn implies that different $gms must be able to share common architecture
elements such as user interfaces or credential stores. Thus common APIs must be enforced across
different PrivacyABC implementations to ensure their possible coexistence and interchangeability on
the same netork node. Similarly, different systems should use common communication wrappers to
encode and exchange tokens and other items when communicating with peers on different network
node, so that a token recipient can immediately determine what RABLtedinology the token

pertains to.

Thus the architectural framework specifies unified data formats and protocols across-RBZacy
implementations to enable not just coexistence and interchangeability on the same network node but
also coexistence and possiliéderation across different network nodes.
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1.3.2 Architectural Strategies

This section describes the design decisions and strategies that affect the overall organization of the
architecture and its highégvel structures.

1.3.2.1 A Layered Approach

The architectu of ABC4Trust is defined by following a layered approach, where all PH&BEY

related functionalities are grouped together in a layer called ABCE (ABC Engine). It provides simple
interfaces towards the application layer, thereby abstracting the intissigh and structure. So, the
focus of the ABC4Trust architecture is to define and standardise the ABCE layer and its interfaces to
the upper layers (e.g. Application). With this respect, it does not analyze the internals of the other
layers, but it onlyconcentrates on defining the interfaces necessary for those layers to use the
functionality of the ABCE and incorporate the corresponding tokens in the overall system.

Equally importantin the architecturés the specification of the datatifacts exchangd between the
implicated entities, in such a way that the underlying differences of concrete PAB&s are
abstracted away through the definition of formats that can convey information independently from the
mechanisnspecific cryptographic data.

In particular, this document concentrates in the following aspects:

1 Functionalityand interfaces We define the functionality of the different layers focusing on
the ABCE layerandits componentgsee Chapter 3)/e then describe how to integrate and
use theABCE layer along the main usmses,.e. presentation of a token, issuance of a
credential, inspection and revocatioRor each of these phasesg also describehe
corresponding interfaces oftat by the ABCE layer to the application laysee Chapteb),
so that developers can build easily ABGabled application®eveloperswho want to build
new cryptographic providerad plug them into the framework, are redirected to D2.1 for a
detailed description of the APIs defined internally in the ABCE |§@&1L+11].

9 Data specificatiori The issuance and presentation of PrivABC credentials are interactive
processes, potentially involving multiple exchanges of messages. Chapter 4 defines the
contents, encoding and processing of these messhggmrtiaular, it specifies the data
artifacts exchanged during the issuance, presentation, revocation, and inspection of privacy
enhancing attributbased credentials. Note that the document remains generic on which
specific protocols are used to issue or presaitacyABC credentials. There are several
existing messaging protocols, in which these credentials can be embedded, or new ones could
be defined in the future.

1.3.2.2 Building Privacy-ABC-enabled applications

ABCA4Trust targets to provide an open reference implaation of the architecture described in this
document as part of its upcoming contributions. The reference implementation of ABC4Trust will be
embedded into example applications showing how to integrate the reference components into a sample
clientsener platform.

Application developers can integrate the reference implementation of the ABCA4Trust architecture
directly in their applications, without having to know how its layers are internally structured. That
means the application can incorporate usghentication functionality using Priva@yBC, according

to the access policy of the requested service, by executing directly the necessary protocols for policy
and token exchange. For that, the application developers must simply follow the interfaced¢aand
formats described in this document.

However, other approaches are also possible. For example, following a passive federated redirection
pattern, the application may redirect the user to a Relying Party Secure Token Servi8€S|RP
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component for au#ntication. This is shown and disses in more details in Chapter Where we
discuss how the ABC4Trust architecture can be integrated with existing federated systems.

1.4 Structure of the document

The rest of this document is organized as follows:

Chapter 2 gives an introduction to the features supported by Privd®@s and the actors involved,
in different kind of interactions, namely the presentation of tokens, inspection, credential issuance and
revocation.

Chapter 3 presents the modules of the ABC4Trusthitecture and concentrates in particular on the
ABCE layer. It revisits each of the scenarios introduced in Chapter 2 and shows specifically how they
are performed by the ABCE modules

Chapter 4 can be considered as the core part of this document. lidpeitie specification for data
artifacts exchanged during the Priva&8BCs lifecycle (issuance, presentation, revocation, and
inspection). It introduces an XML notation to specific all the necessary data formats, e.g. credentials
contents, access policigwesentation tokens, etc., as well as their wrapper message formats.

Chapter 5 defines the APIs for each of the ABCE moduldore specifically, t specifiesthe
interfaces exposed to the outsiderld (and in particular to the application layer).

Chapter 6 presents an overview of the most popular identity protocols and frameworks (e’y. WS
SAML, OpenlID, OAuth, and X.509) and describes the common challenges of these federated systems
concerning security, privacy and scalability. The analysis providedis chapter, demonstrate how
PrivacyABC technologies can help to alleviate these challenges. The reader may note that in this
chapter the I dentity Service Provider is named
the existing protocal use this term, though it is misleading, as the respective entity does not provide
identities.

15What 6s new

This heartbeat is an update to the concepts and to the external ABCE architecture, interfaces, and
languages that were previously described in ABQ4ideliverable D2.1 [CKL+11]This document

takes into account early feedback from the implementation and pilot work packages, and describes the
functionality realized by the first reference implementation. The changes are mostly minor; the most
importantdifferences with deliverable D2.1 [CKL+11] are listed below.

Key binding now replaces and unifies the previous conceptssef bindinganddevice bindingA
credential can optionally be bound to at most one secret key. Knowledge of the secret kayeid requ
to create a valid presentation token from a-Beynd credential and to derive pseudonyms. The secret
key could be stored on a trusted device like a smart, eenith effectively realizes the previous
concept of device binding. See Sect®b8for more details.

A list of supported attribute encodingsis now included in the document, together with the
implications for which predicates can be used in combination with these encodings, and whether the
encoded attribute valuesiibe inspectable. See Sectidr?.1for more details.

New issuance data formats and interfaceare introduced to let the usside ABCE return a
description of the newly issued credential, and to let the issderABCE stoe the issuance tokdar

future reference, together with adisuerchosen attribute values of the new credential. In particular,

the stored issuance token contains the revocation handle of the issued credential, by means of which
the credential can latbie revoked so required. See Sectibris4and5.3for more details.
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Human-friendly names for credentials and attributes as well as graphical representations (icons) for
credentials have been addedthe credentialspecification. This enables the issuer to pass additional
information to the identity selection user interface, so that the user can better understand the different
options and so that the issuer can brand its issued credentials withn ¢Gostges. See Sectidn2.1

for more details.

Minor XML schema changesto simplify XML parsing in the ABCE.
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2 Features and Concepts of Privacy-ABCs

This section provides a detailed explanation on the features supporteddnypnhancing attribute
based credentials (Priva@&yBCs), on the different involved entities, and on the type of interactions
that they engage in.

Issuer Revocation Authority

,\@ credential revocation %
revocation info retrieval
\ User /
credential issuance @
revocation info retrieval,
credential revocation
tokenpresek«

Inspector Verifier

El

& Q4
token inspection

Figure 2.1 - Entities and interactions diagram

Figure 2.1gives an overview of the different entities and the interactions between them.

1 The Useris at the center of the picture, collecting credentials from various Issuers and
controlling which information from which credentials she presents to which verifibes. T
human User is represented by hkser Agenta software component running either on a local
device (e.g., on the Userds computer or mobi
The User may own special hardware tokens to which credentialsechoumd to improve
security. In the identity management literature, the User is sometimes referred to as the
requestor or the subject.

1 An Issuerissues credentials to Users, thereby vouching for the correctness of the information
contained in the credentiwith respect to the User to whom the credential is issued. Before
issuing a credential, the Issuer may have to authenticate the User, which it may do using
PrivacyABCs, using a different online mechanism (e.g., username and password), or using
out-of-band communication (e.g., by requiring the User to physically present herself at the
| ssuer s office). In the identity management
the identity provider or attribute authority.

1 A Verifier protects access torasource or service that it offers by imposing restrictions on the
credentials that Users must own and the information from these credentials that Users must
present i n order to access the service. Th
presentton policy. The User generates from her credentials a presentation token that contains
the required information and the supporting cryptographic evidence. In the identity
management literature, the Verifier is sometimes also referred to as the relyingtipar
server, or the service provider.

1 A Revocation Authoritis responsible for revoking issued credentials, so that these credentials
can no longer be used to generate a presentation token. The use of a particular Revocation
Authority may be imposed kthe Issuer, in which case the revoked credentials cannot be used
with any Verifier for any purpose, or by the Verifier, in which case the effect of the revocation
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is local to the Verifier and does not affect presentations with other Verifiers. Both ¢ne Us
and the Verifier must obtain the most recent revocation information from the Revocation
Authority to generate, respectively verify, presentation tokens.

1 An Inspectoris a trusted authority who can-daonymize presentation tokens under specific
circumstances. To make use of this feature, the Verifier must specify in the presentation policy
which Inspector should be able to recover which attribute(s) under which circumstances. The
User is therefore aware of the-deonymization options when the token sngrated and
actively participates to make this possible; therefore the User can make a conscious decision
based on her trust in the Inspector.

In an actual deployment, some of the above roles may actually be fulfilled by the same entity or split
among maw. For example, an Issuer can at the same time play the role of Revocation Authority
and/or Inspector, or an Issuer could later also be the Verifier of tokens derived from credentials that it
issued.

Moreover, some of the flows presented in this docuroeuld be adapted for particular deployments

and scenarios. It is assumed that Verifiers already have in their possession or trust the Issuer and
Revocation Authority data needed to validate a presentation token. Nothing prevents, however, a User
to collectthis data and present it to the verifier in a certified manner in a setup phase by piggybacking
on an existing infrastructure (e.g., by signing the artifacts using an X.509 certificate). This would add
flexibility to the system and allow dynamic trustadsdtshments between the parties.

2.1 Credentials

A credentialis a certified container of attributes issued by an Issuer to a User. An attribute is
described by thattribute type determining the semantics of the attribute (e.g., first name), and the
attribute value determining its contents (e.g., John). By issuing a credential, the Issuer vouches for the
correctness of the contained attributes with respect to the User. The User can then later use her
credentials to derivpresentation tokerthat reveal paidl information about the encoded attributes to

a Verifier.

The credential specificatiospecifies the list of attribute types that are encoded in a credential. Since
PrivacyABCs natively only support integers of limited size (typically 256 bits) abatér values, the
credential specification also specifies how the attribute values are mapped to their integer
representation. Depending on the data type and size of the attribute value, this encoding may involve a
cryptographic hash to be applied.

At setp, the Issuer generates publgsuer parametersand a secreissuance keyThe issuer
parameters are used by verifiers to verify the authenticity of presentation tokens. Trust management
and distribution are out of scope of this specification; a starplastic-key infrastructure (PKI), e.g.,

using hierarchical certification authorities, can be used to ensure that verifiers obtain authentic copies
of the credential specifications and issuer parameters. Apart from cryptographic information, the issuer
paraneters also contain other metata such as the hash algorithm to use to create presentation
tokens, as well as information for key binding, and revocation (see later). The Issuer keeps the
issuance key strictly secret and uses it only to issue credentials.

2.2 Presentation

To provide certified information to a Verifier (for authentication or an access decision), the User uses
one or more of her credentials to deriv@rasentation tokeand sends it to the Verifier. A single
presentation token can contain infa@tion from any number of credentials. The token can reveal a
subset of the attribute values in the credenti
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satisfies a certain predicate (e.g., IDcard.birthdate < 1993/01/01) or that two vailsfgsagatedicate
(e.g., IDcard.lastname = creditcard.lasthame).

Apart from revealing information about credential attributes, the presentation token can optionally
sign an applicatiospecific message and/or a random nonce to guarantee freshness. Moreover
presentation tokens support a number of advanced features such as pseudonyms, key binding,
inspection, and revocation that are described in more details below.

A Verifier announces in itpresentation policyvhich credentials from which Issuers it aceephd

which information the presentation token must reveal from these credentials. The Verifier can
cryptographically verify the authenticity of a received presentation token using the credential
specifications and issuer parameters of all credentialdviedon the token. The Verifier must obtain

the credential specifications and issuer parameters in a trusted manner, e.g., by using a traditional PKI
to authenticate them or retrieving them from a trusted location.

The presentation token created in respaimssuch a presentation policy consists ofttesentation
token descriptiongontaining a mechanisagnostic description of the revealed information, and the
presentation token evidenamntaining opaque technologpecific cryptographic data in suppof

the token description.

Presentation tokens based on PrivABCs are in principle cryptographically unlinkable and
untraceable, meaning that Verifiers cannot tell whether two presentation tokens were derived from the
same or from different credentialand that Issuers cannot trace a presentation token back to the
issuance of the underlying credentials. However, we will later discuss addm@edlanisms that,

with the User's consent, enable a dedicated third party to recover this link again (see23efar

more details).

Obviously, presentation tokens are only as unlinkable as the information they intentionally reveal. For
exampl e, tokens that explicitly arsecuriyaadmbes)areni que
fully linkable. Moreover, pseudonyms and inspection can be used to purposely create linkability
across presentation tokens (e.g., to maintain state across sessions by the same User) and create
traceability of presentation tokensde.for accountability reasons in case of abuse). Finally, Prvacy

ABCs have to be combined with anonymous communication channels (e.g., Tor onion routing) to
avoid l|inkability in the #fAlayers belowo,ne.g.,
channels or by the physical characteristics of the hardware device on which the tokens were generated.

2.3 Key Binding

To prevent i c r eed ennltipie dJsers phang itheirg dedentials, credentials can
optionally be bound to secretkey; i.e. a cryptographically strong random value that is assumed to be
known only to a particular user. The credential specification specifies whether the credentials issued
according to this specification are to employ key binding or not.

A presentation token deed from such a kepound credential always contains an implicit proof of
knowledge of the underlying secret key, so that the Verifier can be sure that the rightful owner of the
credential was involved in the creation of the presentation token. As anpertection layer, the
credentials can also be bound to a trusted physical device, such as a smart card, by keeping the secret
key in a protected area of the device. That is, theckeyotbe extracted from the device, but the

device does participate the presentation token generation to include an implicit proof of knowledge

of this key in the token. Thus, for credentials that areldaynd to a physical device it is impossible to

create a presentation token without the device.

The issuance of a kdyound credential can optionally be performed in such a way that the newly
issued credential is bound to the same secret key as an existing credential already owned by the User
without the Issuer learning the secret key in the process (see SdjorA Verifier can also
optionally impose in its presentation policy that all keund credentials involved in the creation of
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the token must be boundtotbemes ecr et keys. The
secred t hat , when revealed to a t
identity.

eby, the secret
i r db sp aernttyi,r ealdiog

2.4 Pseudonyms

There are many situations where a controlled linkability of presentation tokens is actually desirable.
For example, web services may wamimaintain state information per user or user account to present

a personalized interface, or conversation partners may want to be sure to continue a conversation
thread with the same person that they started it with.

PrivacyABCs have the concept glsaidonymsto obtain exactly such controlled linkability. If the

secret key from SectioR3i s seen as the equivalent ofkeya User ¢
authentication system, then a pseudonym is the equivalehteoftUs er 6 s publ i c key.
key, it is derived from the User's secret key and can be given to a Verifier so that the User can later re
authenticate by proving knowledge of the secret key underlying the pseudonym. Unlike public keys of
which there is only one for every secret key, however, Users can generate an unlimited number of
unlinkable pseudonyms for a single secret key. Users can thus be known under different pseudonyms

with different Verifiers, yet authenticate to all of them using Hraes secret key.

To be able to rauthenticate under a previously established pseudonym, the User may need to store
some additional information used in the generation of the pseudonym. To assist the User in keeping
track of which pseudonym she used at whick r i f i er |, the Verifierbés pre
pseudonym scopeavhich is just a string that the User can use as a key to look up the appropriate
pseudonym. The scope string could for example be the identity of the Verifier or the URL of the web
service that the User wants to access.

We distinguish between the following three types of pseudonyms:

1 Verifiable pseudonymare pseudonyms derived from an underlying secret key as described
above, allowing the User to-euthenticate under the pseudonyyrpboving knowledge of the
secret key. Presenting a verifiable pseudonym does not involve presenting a corresponding
presentation token and is useful in login scenarios, e.g., to replace usernames/passwords.

1 Certified pseudonymare verifiable pseudonymsived from a secret key that also underlies
an issued credential. By imposing sanser binding in the presentation policy and token (see
Section2.3), a single presentation token can therefore prove ownership of a crededtia
the same time establish a pseudonym based on the same secret key. As an example, a student
could create several personas on a school discussion board using its core student credential,
presenting the pseudonym associated with each persona, andtwhig@ossibility of anyone
el se (including a malicious | ssuer) to prese
identity.

T Scopeexclusive pseudonynase certified pseudonyms that are guaranteed to be unique per
scope string and per secret key. Rormal (i.e., norscopeexclusive) pseudonyms, nothing
prevents a User from generating multiple unlinkable pseudonyms for the same scope string.
For scopeexclusive pseudonyms, it is cryptographically impossible to do so. By imposing a
scopeexclusive psedonym to be established, a Verifier can be sure that only a single
pseudonym can be created for each credential or combination of credentials that are required
in the presentation. This feature can be use
in situations (e.g., online petitions or eti@e coupons) where users must remain anonymous
to the Verifier but should not be allowed to create multiple identities based on a single
credential. Note that scoxclusive pseudonyms for different scope strirgge still
unlinkable, just like normal verifiable pseudonyms.
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2.5 Inspection

Absolute user anonymity in online services can easily lead to abuses such as spam, harassment, or
fraud. PrivacyABCs give Verifiers the option to strike a tradt between anonymyjtfor honest users
and accountability for misbehaving users through a feature ¢afipdction

An Inspectoris a dedicated entity, separate from the Verifier, who can be asked to uncover one or
more attributes of the User who created a presentation,telgnin case of abuse. The Inspector must

on one hand be trusted by the User not to uncover identities unnecessarily, and must on the other hand
be trusted by the Verifier to assist in the recovery when an abuse does occur.

Presentation tokens are fulanonymous by default, without possibility of inspection. To enable an
Inspector to trace a presentation token when necessary, the presentation policy must explicitly specify
the identity of the Inspector, which information the Inspector must be al@edwar, and under which
circumstances the Inspector can be asked to do so. The User then creates the presentation token in a
particular way so that the Verifier can check by himself, i.e., without help from the Inspector, that the
token could be inspectethder the specified restrictions if necessary.

In more technical detail, the Inspector first sets up a public encryption key and a secret decryption key;
he makes the former publicly available but keeps the latter secret. The presentation policy specifies

T (a reference to) the I nspectords public key,
1 which attribute(s) from which credential(s) which Inspector must be able to recover, and

9 the inspection grounds, i.e., an arbitrary husraard/or machineeadable string describing the
circumstances under wiii¢he token can be inspected.

The User then prepares the presentation token so th@ntiins encryptedersions of the requested

attribute values under the respective public key of the suggested Inspector, together with a verifiable
cryptographic prooft hat the encryption contains the same &
credentials and certified by the Issuer.

When the situation described in the inspection grounds arises, the Inspection Requester can ask for an
inspection. Besides the Verifienther entities such as criminal prosecutors, courts or the User herself
are also potential requesters for inspection. Usually the Verifier holds the stored copy of the
presentation token and will send it to the Inspector for inspection, possibly togétheome kind of
evidence (e.g., transaction logs, inquiry of competent authority, court order) that the inspection
grounds have been fulfilled. The inspection grounds are cryptographically tied to the presentation
token, so the Verifier cannot changesdh after having received the token. The Inspector uses its secret
key to decrypt the encrypted attribute values and returns the clear text valuesItgpiwtion
Requestor.

De-anonymization of presentation tokens is probably the main use case fotiorspeat it can also

be used to reveal useful attribute values to third parties instead of to the Verifier himself. For example,
suppose the Verifier is an online merchant wishing to accept credit card payments without running the
risk of having the stockcredit card data stolen by hackers. In that case, he can make the User encrypt
her credit card number under the public key of the bank by specifying the bank as an Inspector for the
credit card number with Apaymento as inspection

2.6 Credential Issuance

In the simplest setting, an I ssuer issues creden
existing credentials already owned by the Users. In this situation, the User typically has to convince

the Issuer through some enftband mehanism that she qualifies for a credential with certain
attribute values, e. g., by showing up in person
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ID, or by providing some bootstrap electronic identity. Credential issuance is aroomiti inteactive

protocol between the Issuer and the User. The attribute values can be specified by either parties, or
jointly generated at random (i.e. the Issuer can be ensured an attribute value is chosen randomly and
not chosen solely by User, but without thsuer learning the attribute value).

PrivacyABCs also support a more advanced form of credential issuance where the information
embedded in the newly issued credenti al i's fAcarr
the User, without the Iser being able to learn the carreder information in the process. In

particular, the newly issued credential can

3. carry over attribute values from an existing credential,
4 carry ocvleari nfiesdedl fattri bute values, i .e., value

5. be bound to the same secret key as an existing credential or verifiable pseudonym (see
Section®2.3and2.4), and

all without the Issuer being able to learn the caraeer attribute values or secret kgyin the
process.

Moreover, the Issuer can insist that certain attributes be generated jointly at random, meaning that the
attribute will be assigned a fresh random value. The Issuer does not learn the value of the attribute, but
at the same time the Useannot choose, or even bias, the value assigned to the attribute. This feature
is for instance helpful to impose usage limitation of a credential. To this end, the Issuer first embeds a
jointly random value as serial number in the credential. A Verifiguesting a token based on such a
credential can require that its serial number attribute must be disclosed by the User, such that it can
detect if the same credential is used multiple times. The jointly random attribute hereby ensures that
the Verifier and Issueicannotlink the generated token and issued credential together, and the User can
not cheat by biasing the serial number in the credential.

The Issuer publishes or sends to the Usdssumnce policxonsisting of a presentation policy and a
credential template The presentation policy expresses which existing credentials the User must
possess in order to be issued a new credential, using the same concepts and format as the presentation
policy for normal token presentation (see Secf#d). The User prepares a special presentation token

that fulfills the stated presentation policy, but that contains additional cryptographic information to
enable carrying over attribute, user binding, and device binding informatiorcrétiential template
describes the relation of the new credential to the existing credentials used in the presentation token by

specifying

1 which attributes of the new credential will be assigned the same value as which attributes from
which credential inhe presentation token,

1 whether the new credential will be bound to the same secret key as one of the credentials or
pseudonyms in the presentation token, and if so, to which credential or pseudonym.

The User and Issuer subsequently engage in a-roultdl issuance protocol, at the end of which the
User obtains the requested credential.

2.7 Revocation

No identification system is complete without a proper means of revoking credentials. There can be
many reasons to revoke a credential. For example, the crédamtithe related user or device secrets

may have been compromised, the User may have lost her right to carry a credential, or some of her
attribute values may have changed. Moreover, credentials may be revoked for a restricted set of
purposes. Forexample a f oot bal | hooliganbés digital i dentit
stadiums, but is still valid for voting or submitting tax applications.
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In classical publigkey authentication systems, revocation usually works by letting either the dgsuer

a dedicated Revocation Authority publish the serial numbers of revoked certificates -takkedo
certificate revocation list. The Verifier then simply checks whether the serial number of a received
certificate is on such a list or not. The same apgiicdoes not work for PrivagdBCs, however, as
PrivacyABCs should not have a unique fingerprint value that must be revealed at each presentation,
as this would nullify the unlinkability of the presentation tokens again. However, there are
cryptographicdy more advanced revocation mechanisms that provide the same functionality in a
privacy-preserving way, i.e., without imposing a unique trace on the presentation tokens. This
document describes an abstract interface that covers all currently known @voathanisms.

Credentials are revoked by dedicated Revocation Authorities, which may be separate entities, or may
also take the role of Issuer or Verifier. The Revocation Authority publishesvitgation parameters

and regularly (e.g., at regular timatérvals, or whenever a new credential is revoked) publishes the
most recentrevocation informatiorthat Verifiers use to make sure that the credentials used in a
presentation token have not been revoked. The revocation parameters contain informatia@ngvhere
how the Verifiers can obtain the most recent revocation information. Depending on the revocation
mechanism, the identifiers of revoked credentials may or may not be visible from the revocation
information. It is important that Verifiers obtain the mascent revocation information from the
Revocation Authority directly, or that the revocation information is signed by the Revocation
Authority if it is provided by the User together with the presentation token.

In order to prove that their credentialsvhanot been revoked, Users may have to maintaimn
revocation evidencdor each credential and for each Revocation Authority against which the
credential must be checked. The first time that a User checks one of her credentials against a particular
Revocdion Authority, she obtains ainitial non-revocation evidenceLater, depending on the
revocation mechanism used, the User may have to obtain regulaevocation evidence updatas

each update of the revocation information. Also depending on theat@manechanism, these
evidence updates may be the same for all Users/credentials or may be different for each
User/credential. In the latter case, again depending on the mechanism, the Users may fetch their
updates from a public bulletin board or obtdigit updates over a secure channel.

We distinguish between two types of revocation. Apart from a small list of exceptions, all revocation
mechanisms can be used for either type of revocation.

1 In Issuerdriven revocation the lIssuer specifies as part of thssuer parameters the
Revocation Authority (and revocation parameters) to be used when verifying a presentation
token involving a credential issued by his issuer parameters. H{$guen revocation is
always global in scope, meaning that any presenttalean MUST always be checked against
the most recent revocation information by the specified Revocation Authority, and that the
Issuer denies any responsibility for revoked credentials. lsBiw@n revocation is typically
used when credentials have beampromised or lost, or when the User is denied all further
use of the credential. The Revocation Authority may be managed by or be the same entity as
the Issuer, or may be a separate entity. Isdueen revocation is performed through a
revocation hank®, a dedicated unique identifier that the Issuer embeds as an attribute in each
issued credential (but which by default should not be revealed in a presentation token). When
the Issuer, a Verifier, or any third party wants to revoke a credential, it pnoxgde the
revocation handle to the Revocation Authority. How the party requesting the revocation learns
the revocation handle is out of the scope of this document; this could for example be done
digitally by insisting in the presentation policy that tlevocation handle be revealed to a
trusted Inspector, or physically by arresting the person and obtaining his or her identity card.

1 In Verifier-driven revocationthe Verifier specifies as part of the presentation policy against
which Revocation Authoritypr Authorities (and revocation parameters) the presentation must
additionally be checked, i.e., on top of any Revocation Authorities specified by the Issuer in
the issuer parameters. The effect of the revocation is local to those Verifiers who explicitly
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specify the Revocation Authority in their presentation policies, and does not affect
presentations with other Verifiers. Verifidriven revocation is mainly useful for purpese
specific revocation (e.g., a ly list for terrorists) or verifiedlocal revoation (e.g., a website
excluding misbehaving users from its site). Note that if unlinkability of presentation tokens is
not a requirement, the latter effect can also be obtained by usingesadpsive pseudonyms.

The Revocation Authority may be managadob be the same entity as the Verifier, or may be

a separate entity. Verifigiriven revocation can be performed based on any attribute, not just
based on the revocation handle as for Issim@en revocation. It is up to the Verifier and/or
the Revocatin Authority to choose an attribute that on the one hand is sufficiently identifying
to avoid false positives (e.g., the Usero6s f
hand will be known to the party likely to request the revocation of amtiatlé/erifier-driven
revocation is essentially a black list of attribute values, banning all credentials with a
blacklisted attribute value.
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3 Architecture

This chapter briefly describes the architecturePafzacyABC systems their components and the
relations among those and shows how to deploy the provided functionalities in the main usage
scenarios.

Following standard design principles, our architecture uses a layered approach, where related
functionalities are grouped into a common layer that pes/isimple interfaces towards other layers

and components, thereby abstracting the internal design and structure. As mentioned in Chapter 1, the
architecture focuses on the teclowyindependent components frivacyABC systemsgrouped in

the ABCElayer, which can be integrated in various application and deployment scenarios. That is, we

do not propose a concrete applicatienel deployment but provide generic interfaces to ABECE

layer that allow for a flexible integration. Note that we aim at ahigacture that is capable of

supporting all the privacgnhancing features of priva@yBC, but at the same time is not exclusive to
those,i.e, it isal so generic e n o u g hABC technalagipspsoightas Xi599 andar
certificates.

We start by desiring the main functionalities of the different layers and components in S&cfion

We then describe how to integrate and useABEE layer along the main usmses. That is, in
Section3.2 we provide an overview of the setfynctionalities that are prided by theABCE layer.
Section3.3 is devoted to the presentation of tokens, thereby describing the steps that a User and
Verifier have to perform in order to create and to verify a presentation token. The process of the
issuance of a credential is debed in Sectior8.4, and can incorporate some of the presentation steps
described in the previous section. SecBdsthen deals with the inspection process that can be used to
reveal some previously hidden attributes, andtiSe 3.6 describes théBCE functionalities in the
context of revocation.

This chapter assumes that the reader is already familiar with the general features and concepts of
PrivacyABCs (see Chapter 2 otherwise) and gives a-teghl description of the fizacy-ABC-core
architecture and its components. Thus, it can also be seen as an introduction to Chapter 4 which
describes the data formats that are excharagedng PrivacdABC entities and tadChapter 5 that
presents the application programming interfa@d2l) of the ABCElayer components. Note that this
chapter already refers to tlexternalmethods provided by thABCE layer which are described in

more detail icChapters.

3.1  Architectural Design

The PrivacyABC architecture defines for each entity the ecoenponents required to operate with
attributebased credentials. As an examptegure 3.1 shows an overview of the components for the
User's side.

For the sake of completeness, the figure also shows an application layer. As mentioned before, this
layer s not part of the PrivacABC architecture, buwvill operate on top of that. Roughly, this layer
comprises all applicatielevel components, which in the case of the Usede deployment includes

the main application and thielentitySelection(see descrijtn below). The application layer of
Verifiers and Issuers will also contain the policy store and access control engine.

The ABCE layer contains all technologggnostt methods and components for a PrivaBC
system. That is, it contains e.g. the methtwiparse an obtained presentation policy, perform the
selection of applicable credentials for a given policy or to trigger the mechapesific generation or
verification of the cryptographic evidence. TABCE layer is invoked by the applicatidayer and
calls out theCryptoEngineto obtain the mechanisspecific cryptographic data. To perform their
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tasks, the internal components can also make use of other external components such as the
KeyManagerRevocationProxyr IdentitySelection

User

( Browser / Application

IdentitySelection ’

A

application-level components

A
: ™
ABCE (Attribute-Based Credential Engine)

/
A
\J
KeyManager
<«

‘ CE (Crypto Engine)

A ™ Revocation
v Proxy

L Ext. Device Interface J

core components

Figure 3.1 - Overview of thePrivacy-ABC Architecture on the User Side

The KeyManagemeals with the (cryptographic) keys of all parties and keeps them up to date (key life
cycle management). On input of an identifieR(Jfor a key, it returns a (list of) cryptographic key(s)
that are currently valid for that URI. This component takes also care of fetching the current (public)
revocationinformation thatwill be needed to keep the credentials up to date, or to veriftheha
received presentation token is still valid.

The CryptoEngineprovides common interfaces to generate the cryptographic information required
e.g., to create, present, verify or inspagiresentationgsuance token. It internallgrchestrates and
performs the mechanistspecific cryptographic methods, such as the computation of signatures (e.qg.,
Idemix, U-Prove signature), commitments, zérmowledge proofs, etc.

The RevocationProxyhandles the communication between tBeyptoEngineand the Revocation
Authority for the generation or presentation of tokens/credentials that are subject to revocation. The
concrete communication pattern strongly depends on the specific revocation mechanisms.

The IdentitySelectiorcomponent provides methods, possibly presgity a graphical user interface,

to support a User in choosing a preferred combination of credential and/or pseudonyms, if there are
different possibilities to satisfy a given presentation policy. A user interface is also used to obtain User
consent, whegver personal data is revealed.

The Devicelnterfaceeomponents provide optional generic interfaces to ease the integration of external
devices,suchaamart car ds, f or oflomputatioh dne alsd  obtas datarstoredh g o
externally on thalevice. The integration of an external device might for instance be necessary if key
binding to a smartard isrequired (see Chapter 2 for more details).
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3.2 Setup

In order to furnish all partiem an PrivacyABC settingwith the required keynaterial, theABCE
layer provides for each party a dedicated method to obtain its private and public (if any) cryptographic
parameters. Private keys will be stored in the trusted storage of the corresponding party.

In particular, theABCE layer provides the following s& methods (see Chapter 5 for the detailed
specification)

1 setupUser() generates a cryptographically strong user secret.

1 setupSystemParameters() generates system wide public parameters for Issuers, e.g.,
this method can be invoked by an Issuer itself dndapendent entity if several Issuers share
the the same system parameters.

1 setuplssuerParameter() generates a secret issuance key and public Issuer parameters
for the given system parameters and a given credential specification.

1 setupRevocationAuthorityP arameter()  generates a secret Revocation Authority
key, public Revocation Authority parameters and the initial revocation information.

1 setuplnspectionPublicKey() generates a secret decryption key and corresponding
public encryption key an Inspector.

3.3 Presentation of a Token

The process of the presentation of a token is triggered when the applicatiorl bs thaid® sontacts

a Verifier to request access to a resource (Figurel 3&p 1). Having received the request, the
Verifier responds with one or mePresentation Policies. A Presentation Policy defines what data a
user has to reveal to the Verifier in order to gain access to the requested resource. That is, it defines
e.g. which credentials from which trusted Issuers are required, which attritarreghfsse credentials

have to be revealed, or which conditions the attributes have to fulfil. If there are several alternatives of
applicable policies the server responds with a set of presentation policies. A detailed specification of a
presentation policyis given in Chapter 4. Upon receiving tpelicy (Figure 3.2i step 2.a) the
application of theU s e sidesinvokes theABCE layer by calling thecreatePresentation

Token() method with the received presentation policy (Figure &ep 2.b).
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Figure 3.2 - Presentation of a Token (Application Level)

The U s e ABCE layer then investigates whether the User has the necessary credentials and/or
established pseudonyms to create a token that satisfies the ffotliere are one or more ways in

which the policy can beatisfied this method will invoke an identity selection possibly presented as a
user interface to let the user choose her preferred way of generating the presentation token or cancel
the action.Once theACBE layer has determined the preferable tokieat should be generated in
response to the policy, it invokes tleryptoEngineto obtain the corresponding cryptographic
evidence. It finally outputs the presentation token (Figuré 3t2p 3.a), onsisting of the presentation

token description and the crypto evidence, or an error message in case no token could be generated.

TheU s e applisation then sends the presentation token to the Verifier (Figuresgep3.b), which
passes the receivedggentation token and the previously sent presentation policiesABQE layer
(Figure 3.27 step 2.b+3.c), by calling theverifyTokenAgainstPolicy() method. The

Ver i fABEE ldyar then verifiesin two steps whether the presentation token satisfies th
presentation policy. First, it checks whether the statements made in the presentation token description
satisfy the required statements in tbéerred presentatigmolicy. Secondlyi and with the help of the
CryptoEnginei it verifies the validity of he crypto evidence for the given token description. In case
that bothcheckssucceedthe ABCE layer stores the token in a dedicated store (if requested by the
application) and returns a description of the token to the application layer. This descrigiticies a
unique identifier, which allows the application to retrieve the token later from the store. If one of the
checks fails, a list of error messages is returned to the application.

3.4 Issuance of a Credential

Roughly, issuance of a credential is anratéive protocol between a User and an Issuer, whehe at

endthe User obtains a credential, i.e., a certified list of attribatee pairs (or an error message, in

case the protocol failed). In fact, issuance can be seen as a special case of aeroured request,

where the resource is a new crederttiatthe User wants to obtain. Thus, to handle such a credential

request the ABCE layer might invoke the same components and procedures as in the presentation
scenario described above. However, tlssuance scenario also requires an additiochBCE

component and additional or modified steps on the otbemponentsin orderto allow, e.g., for

fi ¢ a rorvi eattidoue s . That i s, at tr i bramtegiging cradentialsalreddyg ar r i e
ownedby the User into the newly issued one, in a way such that the Issuer does not learn those values.
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To start an issuance process the User first authetitatgard the Issuer (Figure 3.3step 1). How

the authentication is done, is outside of the scopbeoPrivacyABC architecturei.e., it can even be

done using noBC technologies such as standard usernpassword checks. After, or together,

with the authentication, the User sends a credential request which specifies the credential type she
wants toobtain (Figure 3.3 step 2). As described in Section 2.7, the subsequent issuance protocol can
come in different ways.

User Issuer
@ e .
5 User Side Deployment _ (1) identification & Issuer Side Deployment
5 (2) credential request S —
8 - —
8 Browser / Application < (4) issuance policy (in issuance message) - optional STS / Application im'_iysmm
s . !t | | esesmsssssos s oo ——o—————o—moo—s—e ttributes
E (4) issuance token (in issuance message) - optional Sl s
S|l |
E IdentitySelection / Ul - . »
§ ~ - (4) issuance protocol messages
'Y g1 .
g g £
@ ] a2
ET TE o
g 1 &
vé 2y
ABCE ABCE
£
)
&
Q
a
E
8
o
8
8 [ CE (Crypto Engine) } [ CE (Crypto Engine) :|
<

Figure 3.3 - Issuance of a Credential

3.4.1 | s s u afom 8craftho

Inthe mostsimpleseti ng an | ssuer iissues credentials to Us
any existing credentials or pseudonyms already owned by the Users. In such a setting, the Issuer will
invoke theABCEIlayer on thdnitlssuanceProtocol() method with inptithe Isser certified

attribut es iasnaice poalicy, fieg, mrpissyance policy that contains solely the requested
credential specification identifier, but not a credential template (Figuré 3t8p 3) Calling this

method with an empty issuem policy will immediately start the issuance protocol of the new
credential. TheABCE layer then triggers the cryptographic protocol by invoking the corresponding
CryptoEngineand fetches the required crypto data that needs to be transferred to th&Hiser.
information is finally returned in form of an issuance message byABEE| ay e r t os the | :
application from where it is then send to the User.

Note that even in this simple setting, credential issuance can be aroualii interactive protocol

between the Issuer and the User. To link the different issuance messages of an issuance message
together, each issuance message will therefore also contain a context attributes that uniquely identifies
the issuance session.

Upon receiving a new issuance saage, both the User and Issuer pass that message tARKr

layer using theissuanceProtocolStep() method (Figure 3.3 step 4). If the output of that
method is another issuance message, this is sent back to the other party. At the end of a successful
issuance protocol, the User stores its freshly generated credential in its local credential store.
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3.4.2 Issuance with Advanced Features

In a more advanced setting, the information embedded in the newly issued credential can be invisibly
Acarri ed otingaredentfals areadyecowried by the User. To this end, the issuance protocol

is preceded by the generation and verification of an issuance token. Thus, the Issuer first needs to send
an issuance policy (Figure 3i3step 4), which consists of a preseiatatpolicy and a credential
template. The presentation policy expresses which existing credentials the User must possess in order
to be issued a new credential, using the same concepts and format as the presentation policy for
normal token presentationh@& credential template describes the relation of the new credential to the
existing credentials used in the presentation token by specifying e.g. which attribute values from the
credentials in the presentation token will be reused in the new credentialvheme. To hide this
complexity of the advanced issuance from the application layer both, the issuance policy and issuance
token are wrapped in an issuance message. Thus the external handling of advanced and simple
issuancas exactly the same.

More precsely, the advanced issuance is triggered by invokingistheanceProtocolStep()

met hod o fs ABGEayel an spuean i8suance policy (as described above) and list of known
user attributes. This method then simply wraps the received issuangeipianissuance message

and assigns anique context value to it, which links the different messages of this issuance protocol
together. The returned issuance message is then sent to the User which in turn invél&SEhe
methodissuanceProtocolStep() with the received messagEigure 3.31 step 4). ThdJs er 6 s
ABCE layer will recognize the advanced issuance protocol by unwrapping the message and obtaining
a (nonrempty) issuance policy. It then internally prepares an issuance token, i.e., a spesiahfoas

token that fulfils the stated issuance policy, but that also contains additional informatoalie
carriedover attributes or key binding. This process is similar to the generation of a standard
presentation token, i.e., it will eventually oke theldentitySelection/Uko determine the preferred

way of generating the issuance token in case there are different credentials/pseudonyms that could be
used.TheU s e ABEElayer will then finally call out to th€ryptoEngingo obtain the cryptoggzhic
evidence for the token and additional cryptographic data that will be used in the subsequent issuance
protocol, e.g., for the carriealver attributes. The issuance token itself is then wrapped into an issuance
message and gets passed back to therlmaeigh the pplication layer of th&Jser.

On t h es sids, sha maording issuance message is forwarded (as in the simple setting) to the
issuanceProtocolStep (0 method of theABCE layer (Figure 3.3i step 4). Whenever the ABCE

layer detects an ssiance token in an issuance message it internally verifies whether it satisfies the
corresponding issuance policy (using similar methods as in the verificatiopre$entation token). If

the verification succeed, i.e., the token description satisfieisthance policy and the cryptographic
evidence supports the token description, ABCE layer invokes th&CryptoEngineto obtain the first

fi r eraeksage of the issuance protocol, which is then wrapped into an issuasageveesl returned

t o t h eapplisaton kayerdvhich then forwards the message to the User.

Whenever the User or Issuer receive an issuance message they will invoke their local
issuanceProtocolStep() methods. The output is then either anotheuasice message that
must be sento the other party, or an indication of completion of the protoédl.the end of the
protocol the User obtains the requested credential according to the credential template.

3.5 Inspection

As described in detail in Section 2.6, the inspection of credentials difomg the full anonymity that

is usually provided by PrivaeBC based presentation tokens in case of abuse or misbehaving Users.
If inspectable attributes are requested by a Verifier, the presentation token of the User are specially
prepared, such thahe attributes in question are not revealed to the Verifier, but are verifiably
encrypted in the token (under the public key of the Inspector) and tied to some inspection ground that
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were accepted by the User. In case the event specified in the inspgiciionrds occurred, the

Inspection Requestor (e.g., the Verifier) can corttabte | ns pect or -aannodn yrnei gzuaetsito nt
of a presentation token. In case inspection is triggered by the Verifier, he first fetches the presentation
token using thegetTok en() method of theABCE layer. It then sends the received presentation

token with the (nortryptographic) evidence that the inspection grounds are fulfilled to the Inspector.

If the Inspector accepts the evidence (the verification whether the evidence theee@hspection

grounds is out of thescope of the PrivaepBC systen), he invokes theABCE layer on the

Inspect() method, which is directly forwarded to theryptoEngine Therein, the inspectable

attributes are decrypted and returned to the applicatigr bf the Inspector.

3.6 Revocation

The ABCE layer provides several interfaces to support revocation. For instance, Users and Verifiers
can obtain recent revocation information by contacting the Revocation Authority which will then
invoke its getCurrentRevoc  ationinformation() for a given identifier of Revocation
Authority parameters. Depending on the concrete revocation mechanism, the isfumamdential

or the generatiorof a presentation token might require additional interaction with a Revocation
Authority. This will be detected by th€ryptoEngine(of the User, Issuer or Verifierivhich then
invokes theRevocationProxywhich in turn contacts the Revocation Authority.

In case a credential should be revoked (i.e., Isdrieen revocation) or éset d) attributes should be
fi b |-bic & byeadvérifier/3rd Party (i.e., Verifiedriven revocation) the corresponding Revocation
Authority calls therevoke() method of theABCElayer, on input the given attribute(s). For Issuer

driven revocation this attritbet will be the unique revocation handle of the credential that is supposed
to be revoked.
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4 ABCA4Trust Protocol Specification

Given the multitude of distributed entities involved in a -flddged PrivacyABC system, the
communication formats using which #eeentities interact must be fixed. Rather than profiling an
existing standard format for identity management protocols such as SAMIIrMg§ or OpeniD, we

felt that the many unique features of PrivekJCs were more suitably addressed by defining a
dedicated format. In particular, existing standards do not support typical RABCyfeatures such as
pseudonyms, inspection, privaephanced revocation, or advanced issuance protocols. In Chapter 8,
we discuss how our Priva@dBC infrastructure could be fegrated with a number of existing
frameworks.

This chapter provides the specification for data artifacts exchanged during the issuance, presentation,
revocation, and inspection of privaephancing attributbased credentials for use in the ABC4Trust
project. Our specification separates the mechainigl@pendent information conveyed by the artifacts

from the opaque mechanisspecific cryptographic data. This specification only defines the format for

the mechanisandependent information. It provides anch@oints for where instantiating
technologies, in particular,-Brove and Identity Mixer, can insert mechanigpecific data, but does

not fix standard formats for this data.

For the specification we use XML notation in the spirit of XML Schema, but reffi@im providing a
full-fledged XML Schema specification within this document for the sake of readabilitydowe
however, make available a separate XML schema file for the artifacts definéd Aereugh the
artifacts are defined in XML, one could creaerofile using a different encoding (ASN.1, JSON,
etc.) See the corresponding schema file for more details.

We start in Section 4.1 with introducing the terminology and notation used throughout this chapter.
Section 4.2 then provides the artifacts foe tbetup of the different Priva@®dBC entities, which
includes e.g., the description of the credential type and the public parameters of an Issuer and
Inspector. In Section 4.3 the specifications for all artifacts related to revocation are given. Séction 4.

is then dedicated to the Issuance of a credential and provides artifacts for the issuance policy and
issuance token. For the presentation of a token, the corresponding specifications of a presentation
policy and a presentation token are introduced ini&ed.4.

4.1 Terminology and Notation

4.1.1 Notational Conventions

The key words AMUSTO, AMUST NOTO, AREQUI REDO, fi
ARECOMMENDEDO, and AMAYO in this document are to
This specification uses thellowing syntax to define outlines for XML data:
1 The syntax appears as an XML instance, but values in italics indicate data types instead of
literal values.

1 Characters are appended to elements and attributes to indicate cardinality:

A0 (0 or 1)

3 Available underhttps://abc4trust.eu/download/xml/ABC4Trust_schema_H2.1.xsd
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A* 0 made) or

A+0 (1 or more)
T The character Al 6 is used to indicate a choi c
T The characters A(A and A)d are used to indic:

with respect to cardinality or choice.

T XML namespace prefixes (see Taldl.1) are used to indicate the namespace of the element
being defined.

T XML elements and Attributes defined by this specification are referred to in the text of this
document using XPath 1.0 expressions.

4.1.2 Namespaces

The base XML namespace URI used by tHnd®ns in this document is as follows:

Prefix XML namespace Specification
XS http://www.w3.0rg/2001/XMLSchema [XMLSchema2]
abc http://abc4trust.eu/wp?2 This docunent

Table 4.1 - XML namespaces

4.2 Setup

4.2.1 Credential Specification

The credential specification describes the contents of the credentials. It can be creataessheribre

by any external authority so that multiple issuers caneixredentials of the same specification. How
this artifact is protected (authenticated) is application specific; e.g., it could be included in-a XML
signed document or provided as part of some metadata retrievable from a trusted source.

<abc:CredentialS pecification Version=01.x8hooldére yoBi ndi ng=0
Revocable="xs:boolean">
<abc:SpecificationUID> xs:anyURI </abc:SpecificationUID>

<abc: FriendlyCredenti al Xéngeagex ml/:>*ang=0
<abc:DefaultimageReference>xs:anyURI</abc:DefaultimageReference>?
<abc: AttributeDescriptixsosignethnk L @&rrgt h=0

<abc: AttributeDescr ixpanyURlno Type=20
Dat aTy pseamy0Rl 0 En c o d ixmagydtRl 0 >

<abc:FriendlyAttributeName
| angxsianguage 0>xs: string</abc: FriendlyAttri buteName>*

<abc: AllowedValue > &/abc: AllowedValue> *
</ abc:AttributeDescription >*
</abc:AttributeDescriptions>
</abc:CredentialSpecification>
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The following describes the attributes and elements listed in the schema outlined above:
/abc:CredentialSpecification

This element contas the credential specification defining the contents of issued credentials adhering
to this specification.

/abc:CredentialSpecification/@Version
This attribute indicates the version of this spe
/abc:CredentialSpecificat ion/@KeyBinding

This attribute indicates whether credentials adhering to this specification must be bound to a secret
key. See Section 2.3 for more information on key binding.

/abc:CredentialSpecification/@Revocable

This attribute indicates whether credat® adhering to this specification are revocable or not. If the
Revocable attribute is set to true, then this credential specification MUST contain a dedicated
attribute for the revocation handle with attribute typeatp://abcatrust.eu/wp2/
abcschemav1.0/ revocationhandle . The data type and encoding mechanism for the revocation
handle are defined by the cryptographic mechanism used for revocation.

The revocation handle is automatically assigned a unique value by the issuance algorithm, possibly
involving a communication step with the Revocation Authority. Even though there are no syntactical
restrictions imposing this, presentation policies SHOULD NOT request to reveal the value of the
revocation handle, as doing so enables Verifiers to link presentttierss generated with the same
credential. If necessary, inspection can be used to only reveal the value of the revocation handle under
specific circumstances.

/abc:CredentialSpecification/abc:SpecificationUID
This element contains a URI that uniquelyritiites the credential specification.
/abc:CredentialSpecification / abc: FriendlyCredentialName

This optional element provides a friendly textname for the credentialhe content of this element
MUST be localized in a specific language.

/abc:CredentialS pecification /abc: FriendlyCredentialName /@lang

A required language identifier, using the language codes specified in [RFC 3066], in which the content
of abc: Friendly CredentialName elementhave been localized.

/abc:CredentialSpecification [ abc: Defaultimage Reference

This optional element contains a reference to the default image for the credential issued according to
this credential specification can be obtained.

When implementing arivacy-ABC system downloading images from the identity providers

should behandled carefully. The reference to the external image resource must not be used
every time the credential is presented. To avoid linkability when using the credtial,
corresponding image must be downloaded and stored logally t he us egrthies si de
issuance.

/abc:CredentialSpecification/abc:AttributeDescriptions

This element contains the descriptions of the attributes issued using this specification, encoded in
order in then child elements. It is empty =0, i.e., ifabc:AttributeDescription s has no child
elements.

é/ abc: AttributeDescriptions/ abc: AttributeDescription
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This element contains the description of one credential attribute.
é/ abc: AttributeDescriptions/abc: AttributeDescription/

This attribute specifies the maximal lengthbits of the integers to which attribute values are mapped
using the encoding function. The keylength of any Issuer Parameters used to issue credentials adhering
to this credential specification must be large enough so that attributes of the bitlendibdspece

can be supported. It is up to each specific credential mechanism to describe which keylength supports
which attribute bitlength.

é/ abc: AttributeDescriptions/ abc: AttributeDescription/

This attribute contains the unique identifier of an attietype encoded in credentials adhering to this
specification. The attribute type is a URI, to which a semantic is associated by the definition of the
attribute type. The definition of attribute types is outside the scope of this document; wio refer
Sedion 7.5 in [IMI1.0] for examples. The attribute type (elgtp://example.com/firstname )

is notto be confused with the data type (exg:string ) that is specified by theataType attribute.

€/ abc: AttributeDescriptions/ abc: Attr pedbut eDescription/

This attribute contains the data type of the credential attribute. The supported attribute data types are
the following subset of XML Schema data types. We refer to the XML Schema specification
(http://iwww.w3.0rg/TR/xmlIschema) for more information omthese data types.

1 http://mvww.w3.0rg/2001/XMLSchema#string

1 http://wvww.w3.0rg/2001/XMLSchema#anyURI

1 http://www.w3.0rg/2001/XMLSchema#date

1 http://mvww.w3.0rg/2001/XMLSchema#time

1 http://www.w3.0rg/2001/XMLSchema#dateTime
1 http://mvww.w3.0rg/2001/XMLSchema#integer

1 http://www.w3.0rg/2001/XMLSchema#boolean

When specifying values for attributes of these types, the following additional restrictions must be
adheredo:

1 Values of typexs:date MUST NOT contain a timezone
1 Values of typexsitime MUST NOT contain a timezone

71 Values of typexs:dateTime MUST contain a timezone

é/ abc: AttributeDescriptions/ abc: AttributeDescription/

To be embedded in a Priva@yBC, credential attribute values must typically be mapped to integers of
a fixed length indicated by thattribut  eDescription/@MaxLength attribute. TheEncoding
XML attribute specifies how the value of this credential attribute is mapped to such an integer.

Each data type has one or more possible encoding algorithms. The encoding used may influence which
values carbe encoded, whether inspection can be used for this attribute, and which predicates can be
proved over the attribute values (see Secdohl). In order to apply a predicate over multiple
credential attributes, the credentdtributes MUST have the same encoding.
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The following is a list of supported encodings and their respective properties. Recommendations for
typical usage are included as comments.

1 Encodingurn:abc4trust:1.0:encoding:string:sha - 256
Data typehttp://iwww.w3  .org/2001/XMLSchema#string
Restrictions: none
Inspectable: no (hash value only)

Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:string - equal
urn:abc4trust:1.0:function:string - not - equal
Comments: Best suited for strings of arbitrary lengthsaraunlikely to be used for
inspection.

1 Encodingurn:abc4trust:1.0:encoding:string:utf -8

Data type http://www.w3.0rg/2001/XMLSchema#string

Restrictions: the UT encoded string must be shorter ti@kaxLength i 8 bits or
@MaxLength/81 1 bytes

Inspecable: yes

Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:string - equal
urn:abc4trust:1.0:function:string - hot - equal

Comments: Best suited for short strings where the possibility to use inspection should be kept
open. For long strings that dikely to require inspection, please considplitting up the
attribute into multiple attributes with this encoding.

1 Encoding:urn:abc4trust:1.0:encoding:string:prime
Data type http://www.w3.0rg/2001/XMLSchema#string
Restrictions: Can only be used fotréutes where the value range is restricted by a list of
€/ abc: AttributeDescription/eementsAl | owedVal ue
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:string - equal
urn:abc4trust:1.0:function:string - hot - equal
urn:abc 4trust:1.0:function:string - equal - one- of

Comments: Best choice for attributes with a limited value range where presentation policies
are likely to request showing that the attribute value is one of a given list of strings without
revealing the exact value.

1 Encodingurn:abc4trust:1.0:encoding:anyUri:sha - 256
Data type http://www.w3.0rg/2001/XMLSchema#anyURI
Restrictions: none
Inspectable: no (hash value only)

Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:anyURI - equal
urn:abc4trust:1.0:function :anyURI - not - equal

Comments: Best suited for URIs of arbitrary lengths that are unlikely to be used for
inspection.

Deliverable H2.1.doc Page 35 of 94 Public Final version 1.0



ABCA4Trust Heartbeat H2.1

1 Encoding:urn:abc4trust:1.0:encoding:anyUri:utf -8
Data type http://www.w3.0rg/2001/XMLSchemat#tanyURI
Restrictions: shorter tha@MaxLength bytes
Inspectable: yes
Supported predicates:
urn:oasis:names:tc:xacml:1.0:function:anyURI - equal
urn:abc4trust:1.0:function:anyURI - not - equal
Comments: Best suited for short URIs where the possibility to use inspection should be kept
open. For long URIs thatre likely to requirénspection, please consider splitting the
attribute into multiple attributes with this encoding.

1 Encoding:urn:abc4trust:1.0:encoding:anyURI:prime
Data type http://www.w3.0rg/2001/XMLSchemattstring
Restrictions: Can only be used fattributes where the value range is restricted by a list of
€/ abc: AttributeDescription/eementsAl | owedVal ue
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:anyURI - equal
urn:abcA4trust:1.0:function:anyURI - hot - equal
urn :abc4trust:1.0:function: anyURI - equal - one- of

Comments: Best choice for attributes with a limited value range where presentation policies
are likely to request showing that the attribute value is one of a given list of URIs without
revealing the exact value.

1 Encoding:urn:abc4trust:1.0:encoding:dateTime:unix:signed
Data typehttp://www.w3.0rg/2001/XMLSchema#dateTime
Restrictions: none
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:dateTime - equal
urn:oasis:names:tc:xacml:1.0:fun ction:dateTime - greater - than
urn:oasis:names:tc:xacml:1.0:function:dateTime - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:dateTime -less -than
urn:oasis:names:tc:xacml:1.0:function:dateTime -less -than - or - equal
urn:abc4trust:1.0:function:dateTime - not - equal

Comments: Good default choice for times that can be far in the past and/or future.-Greater
than and lesthan predicates may be slightly less efficient using this encoding.

1 Encodingurn:abc4trust:1.0:encoding:dateTime:unix:unsigned
Data typeht tp://www.w3.0rg/2001/XMLSchema#dateTime
Restrictions: since 1970
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:dateTime - equal
urn:oasis:names:tc:xacml:1.0:function:dateTime - greater - than
urn:oasis:names:tc:xacml:1.0:function: dateTime - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:dateTime -less -than
urn:oasis:names:tc:xacml:1.0:function:dateTime -less -than - or - equal
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urn:abc4trust:1.0:function:dateTime - not - equal
Comments: Best choice for times after 1970 that aré/likebe used in combination with
greatheithan or lesghan predicates.

1 Encodingurn:abc4trust:1.0:encoding:dateTime:prime
Data typehttp://www.w3.0rg/2001/XMLSchema#dateTime
Restrictions: Can only be used for attributes where the value range igeddtsia list of
é/ abc: AttributeDescription/elementsAl | owedVal ue
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:dateTime - equal
urn:abc4trust:1.0:function:dateTime - not - equal
urn:abc4trust:1.0:function: dateTime -equal - one of

Comments: Best choice for attributes with a limited value range where presentation policies
are likely to request showing that the attribute value is one of a given list of times without
revealing the exact value.

1 Encoding:urn:abc4trust:1.0:encoding: date:unix:signed
Data type http://www.w3.0rg/2001/XMLSchematdate
Restrictions: none
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:date - equal
urn:oasis:names:tc:xacml:1.0:function:date - greater - than
urn:oasis:names:tc:xacml:1 .0:function:date - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:date -less -than
urn:oasis:names:tc:xacml:1.0:function:date -less -than - or - equal
urn:abc4trust:1.0:function:date - hot - equal

Comments: Good default choice for dates that can be faeipast and/or future. Greater
than and lesthan predicates may be less efficient using this encoding.

1 Encoding:urn:abc4trust:1.0:encoding:date:unix:unsigned
Data type http://www.w3.0rg/2001/XMLSchema#date
Restrictions: since 1970
Inspectable: yes
Suppaoted predicates:

urn:oasis:names:tc:xacml:1.0:function:date - equal
urn:oasis:names:tc:xacml:1.0:function:date - greater - than
urn:oasis:names:tc:xacml:1.0:function:date - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:date -less -than
urn:oasis:names  :tc:xacml:1.0:function:date -less -than - or - equal
urn:abc4trust:1.0:function:date - not - equal

Comments: Best choice for times after 1970 that are likely to be used in combination with
greatheithan or lesghan predicates.

1 Encoding:urn:abc4trust:1.0:encoding:d ate:since1870:unsigned
Data type http://www.w3.0rg/2001/XMLSchema#date
Restrictions: since 1870
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Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:date - equal
urn:oasis:names:tc:xacml:1.0:function:date - greater - than
urn:oasis:name  s:tc:xacml:1.0:function:date - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:date -less -than
urn:oasis:names:tc:xacml:1.0:function:date -less -than - or - equal
urn:abc4trust:1.0:function:date - not - equal

Comments: Best choice for birth dates, whichliedy to fall after 1870 but are likely to
require efficient greathehan or lesghan predicates.

1 Encoding:urn:abc4trust:1.0:encoding:date:since2010:unsigned
Data type http://www.w3.0rg/2001/XMLSchematdate
Restrictions: since 2010
Inspectable: yes
Suwoported predicates:

urn:oasis:names:tc:xacml:1.0:function:date - equal
urn:oasis:names:tc:xacml:1.0:function:date - greater - than
urn:oasis:names:tc:xacml:1.0:function:date - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:date -less -than

urn:oasis:na  mes:tc:xacml:1.0:function:date -less -than - or - equal
urn:abcA4trust:1.0:function:date - hot - equal

Comments: Best choice for expiration dates, which are likely to fall after 2010 but are likely
to require efficient greathehan or lesg¢han predicates.

1 Encoding:urn:abc4trust:1.0:encoding:date:prime
Data type http://www.w3.0rg/2001/XMLSchema#date
Restrictions: Can only be used for attributes where the value range is restricted by a list of
€/ abc: AttributeDescription/eementsAl | owedVal ue
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:date - equal
urn:abc4trust:1.0:function:date - hot - equal
urn:abc4trust:1.0:function: date - equal - one of

Comments: Best choice for attributes with a limited value range where presentation policies
are lkely to request showing that the attribute value is one of a given list of dates without
revealing the exact value.

1 Encodingurn:abc4trust:1.0:encoding:boolean:unsigned
Data typehttp://www.w3.0rg/2001/XMLSchema#boolean
Restrictions: none
Inspectable: gs

Supported predicates:
urn:oasis:names:tc:xacml:1.0:function:boolean - equal
urn:abc4trust:1.0:function:boolean - not - equal

1 Encoding:urn:abc4trust:1.0:encoding:integer:unsigned
Data type http://www.w3.0rg/2001/XMLSchematinteger
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Restrictions: positive (ifading zero)
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:integer - equal
urn:oasis:names:tc:xacml:1.0:function:integer - greater - than
urn:oasis:names:tc:xacml:1.0:function:integer - greater -than - or - equal
urn:oasis:names:tc:xacml :1.0:function:integer -less -than
urn:oasis:names:tc:xacml:1.0:function:integer -less -than - or - equal
urn:abc4trust:1.0:function:integer - not - equal

Comments: Best for integers that cannot take negative values.

1 Encoding:urn:abc4trust:1.0:encoding:integer:signed
Data type http://www.w3.0rg/2001/XMLSchematinteger
Restrictions: none
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:integer - equal
urn:oasis:names:tc:xacml:1.0:function:integer - greater - than
urn:oasis:names:tc:xacml:1.0:funct ion:integer - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:integer -less -than
urn:oasis:names:tc:xacml:1.0:function:integer -less -than - or - equal
urn:abc4trust:1.0:function:integer - hot - equal

Comments: Best choice for integers that can have pesitinegative values.

1 Encodingurn:abc4trust:1.0:encoding:integer:prime
Data typehttp://www.w3.0rg/2001/XMLSchema#integer
Restrictions: Can only be used for attributes where the value range is restricted by a list of
€/ abc: AttributeDescr i wadvatue /etementsAl | o
Inspectable: yes
Supported predicates:

urn:oasis:names:tc:xacml:1.0:function:integer - equal
urn:abc4trust:1.0:function:integer - not - equal
urn:abc4trust:1.0:function: integer - equal - one of

Comments: Best choice for attributes with a limiatlie range where presentation policies
are likely to request showing that the attribute value is one of a given list of integers without
revealing the exact value.

é/ abc: AttributeDescriptions/ abc :/ dt:tFriendyAtttibeitBNe scr i pti on

ame

This optioral element provides a friendly textuzime for the attribute in the credentighe content
of this element MUSbe localized in a specific language.

é/ abc: AttributeDescriptions/ abc :/abhd tFrendbyAtttibeitBNe scr i pti on
ame/@xml:lang

A required laguage identifier, using the language codes specified in [RFC 3066], in which the content
of abc: Friendly AttributeName  elementhave been localized.

é/ abc: AttributeDescriptions/ abc: AttributeDescription/

When present, a list ofllowedValue elements restricts the range of the value of this credential
attribute to the specified list of values. EadlowedVvalue element contains one possible value of
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the credential attribute. If abc:AttributeDescription contains one or more
abc:AllowedValue  elemants, the actual value of the attribute of an issued credential MUST be from
the specified set of allowed values. The contents oableillowedValue  elements MUST be of

the data type specified by thabc:AttributeDescription/@DataType attribute of the pamt
abc:AttributeDescription element.

4.2.2 |Issuer Parameters

In order to issue credentials, the issuer must specify system parameters, and generate a key pair
consisting of a secret issuing key and a public verification key. The issuer publishes its public
parameters using the artifact described below. How this artifact is protected (authenticated) is
application specific; e.g., it could be included in a certificate signed by a certification authority, or
could be provided as part of some metadata retrievediie d trusted source.

<abc: |l ssuer Parameters Version=01l1l.00>

<abc:ParametersUID>  xs:anyURI </abc:ParametersUID>

<abc: Friendlyl ssuer Des xsilanguageod@ > 1 ang=20

Xs:string

</abc:FriendlylssuerDescription>*

<abc:AlgorithmID> xs:anyURI </abc:Algorit hmID>

<abc: SystemParameters>é</abc: SystemPar ameter s>

<abc:CredentialSpecUID> xs:anyURI< /abc:CredentialSpecUID>

<abc:HashAlgorithm>  xs:anyUID </abc:HashAlgorithm>

<abc: CryptoParams>é</ abc: CryptoPar ams >

<abc: KeyBindinglnfo>é</abc: KeyBindinglnfo>?

<abc: Revocati onParametersUl D>é</ abc: Revocati onPar ame:
</abc:lssuerParameters>

The following describes the attributes and elements listed in the schema outlined above:
/abc:lssuerParameters

This el ement <€publicparanme®rs.an i ssuer 0

labc:ls suerParameters/@Version

This attribute indicates the version of this spe
/abc:IssuerParameters/abc:ParametersUID

This element contains a URI that uniquely identifies the public issuer parameters.

/abc:IssuerParameters /ab c: FriendlylssuerDescription

This optional element provides a friendly textdakcription otheissuer The content of this element
MUST be localized in a specific language.

/abc:lssuerParameters /abc:  FriendlylssuerDescription/@lang

A required languageadentifier, using the language codes specified in [RFC 3066], in which the content
of abc:Friendly  Issuer Description  elementhave been localized.

/abc:IssuerParameters/abc:AlgorithmID
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This element identifies the algorithm of the public issuer parameildrs. algorithm URIs
urn:abc4trust:1.0:algorithm:idemix for Identity Mixer and
urn:abc4trust:1.0:algorithm:uprove for U-Prove MUST be supported; other algorithms
MAY be supported.

/abc:IssuerParameters/abc:SystemParameters

This element contains the cryptograpkiystem parameters that can be shared among many issuers.
TheAlgorithmID  element determines how to parse this element.

/abc:lssuerParameters/abc:CredentialSpecUID

This element contains a URI that uniquely identifies the credential type that is issieddsuer.
/abc:lssuerParameters/abc:HashAlgorithm

This element specifies the hash algorithm that is to be used in the generation of the presentation tokens
derived from credentials issued under these parameters. This hash algorithm is not to be wihfused

the encoding algorithm that maps attribute values to integers and may also specify a hash function to
apply to long attribute values. The hash algorithm S¥8& with identifier
urn:abc4trust:1.0:hashalgorithm:sha -256 MUST be supported; other algoritsnVIAY be
supported.

/abc:lssuerParameters/abc:CryptoParams

This element describes the set of public cryptographic parameters needed to issue, use, and verify
credentials. The content of this element is defined in an external profile based on the vhkie of t
abc:AlgorithmID element.

/abc:lssuerParameters/abc:KeyBindinglnfo

This optional element contains additional cryptographic information for when these Issuer Parameters
are usedo issue credentials with key binding. The content of this element is tegysgecific.

/abc:lssuerParameters/abc:RevocationAuthorityParametersUID

This optional element contains the parameters identifier of a revocation authority that is responsible
for revoking credentials issued under these issuer parameters. The paranmeted t@ here are
determined by the issuer (i.e., issdeiven revocation), meaning that any presentation token involving
credentials issued under these issuer parameters MUST be checked against the latest revocation
information associated to the revdoatparameters referenced by this element.

4.2.3 Inspector Public Key

In order to decrypt encrypted attributes, an inspector must generate a key pair consisting of a secret
decryption key and a public encryption key. The inspector publishes its public keythesiagifact
described below. How this artifact is protected (authenticated) is application specific; e.g., it could be
included in a certificate signed by a certification authority, or could be provided as part of some
metadata retrievable from a trustamlirce.

<abc: Il nspectorPublicKey Version=0l1l.00>
<abc:PublickeyUID>  xs:anyURI </abc:PublicKeyUID>
<abc:AlgorithmID> xs:anyURI </abc:AlgorithmID>
<abc: Friendlylnspector De gsdanguaggé¢ i @>n | ang=20
Xs:string
</abc:FriendlylnspectorDescription>*
<abc: CryptoParams>é</abc: CryptoPar ams >
</abc:InspectorPublicKey>
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The following describes the attributes and elements listed in the schema outlined above:
/abc:InspectorPublicKey

This element contains an inspector's public key.

/abc:InspectorPublicKey/@Vers ion

This attribute indicates the version of this spe
/abc:InspectorPublicKey/abc:PublicKeyUID

This element contains a URI that uniquely identifies the public key.

/abc:InspectorPublicKey/abc:AlgorithmID

This element ideifies the algorithm of the public key. The Cameni§tioup inspection algorithm
[CS03] with identifier urn:abc4trust:1.0:inspectionalgorithm:camenisch - shoup03
MUST be supported; other algorithms MAY be supported.

/abc:InspectorPublicKey/abc: Friendlylnspec torDescription

This optional element provides a friendly textwscription forthei nspect or 6Shepubl i c
content of this element MUSe localized in a specific language.

/abc:InspectorPublicKey/abc: FriendlylnspectorDescription /@lang

A required hnguage identifier, using the language codes specified in [RFC 3066], in which the content
of abc:Friendly  Inspector Description  elementhave been localized.

/abc:InspectorPublicKey/abc:CryptoParams

This element describes the set of public cryptographicnpetexs needed to issue, use, and verify
credentials. The content of this element is defined in an external profile based on the value of the
abc:AlgorithmID element.

4.3 Revocation

A Revocation Authority maintains information about valid and, in particulanked credentials. To

do so, it first generates public parameters and possibly corresponding secret parameters. It publishes
its public parameters together with a description of the particular revocation method that is used and a
reference to the locatiomhere the most current revocation information will be published.

Some revocation mechanisms require users to obtain an additional piece of information called non
revocation evidence in order to be able to prove that their credential is still valid.

The different revocation mechanisms vary quite strongly in how therenocation evidence is
created and maintained. Depending on the specific mechanism, thevocation evidence

1 may be the same for all users, or may be different for each user and/or eadltieslential;

1 may be sensitive information that the user needs to keep strictly secret, or may be leaked to
other participants without further harm;

1 may be first created during the issuance of the credential, during the first usage (presentation)
of thecredential, or at any time between issuance and first usage;

1 may have to be kept ttp-date with the nomevocation information, or may remain the same
for the lifetime of the credential.
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The Revocation Authority can also include references to the losatibrre the users can obtain the
information to create and to update their menocation evidence. Both the initialization of the hon
revocation evidence and the update may be #Aagtcryptographic protocols.

4.3.1 Revocation Authority Parameters

Each Revocain Authority generates and publishes its parameters at setup. The parameters are static,
i.e., they do not change over time as more credentials are revoked.

<abc: Revocati onAuthorityParameters Version=01.00>
<abc:ParametersUID>xs:anyURI</abc:ParametersU ID>
<abc:RevocationMechanism>xs:anyURI</abc:RevocationMechanism>
<abc: Revocationlnf oReference ReferenceType=0xs:anyUF
é
</abc:RevocationinfoReference>?
<abc: NonRevocati onEvi denceReference ReferenceType=0)

e
</abc:NonRevocationEvi denceReference>?
<abc: NonRevocati onEvidenceUpdat eReference Referencer
e

</abc:NonRevocationEvidenceUpdateReference>?
<abc: CryptoParams>é</ CryptoPar ams>?
</abc:RevocationAuthorityParameters>

/abc:RevocationAuthorityParameters

This elament contains the public parameters of the Revocation Authority
/abc:RevocationAuthorityParameters/@Version

This attribute indicates the version of this spe
/abc:RevocationAuthorityParameters/abc:ParametersUID

This elemat contains a unique identifier for these Revocation Authority parameters.
/abc:RevocationAuthorityParameters/RevocationMechanism

This attribute indicates the mechanism or algorithm used to revoke credémtmlst of supported
revocation mechanisms aheir identifiers have not yet been defined.

/abc:RevocationAuthorityParameters/abc:RevocationinfoReference

This optional element contains a reference to the endpoint where the most current public revocation
information corresponding to these parametarsbe obtained.

/abc:RevocationAuthorityParameters/abc:NonRevocationEvidenceReference

This optional element contains a reference to the endpoint with the information about how to obtain
the (possibly private) usepecific nonrevocation evidence object.

/abc:RevocationAuthorityParameters/abc:NonRevocationEvidenceUpdateReference

This optional element contains a reference to the endpoint the most current information for updating
the norrevocation evidence can be obtained.

/abc:RevocationAuthorityParamet ers/abc:RevocationinfoReference/@ReferenceTy
pe
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This attribute indicates the type of reference to the revocation information endpoint.

/abc:RevocationAuthorityParameters/abc:CryptoParams

This element describes the set of public cryptographic parameterarthateeded to verify the
Revocation Information. The content of this element is defined in an external profile based on the
value of theabc:RevocationMechanism element.

4.3.2 Revocation Information

A Revocation Authority regularly publishes the most recentgation information, allowing Users to

prove and Verifiers to ensure that the credentials used to generate a presentation token have not been
revoked. Contrary to the Revocation Authority parameters, the revocation information changes over
time, e.g., ategular time intervals, or whenever a new credential is revoked.

The Revocation Authority publishes the revocation information using the artifact described below.
How this artifact is protected (authenticated) is application specific; e.g., it could bdeddn a
XML -signed document or provided as part of some metadata retrievable from a trusted source.

<abc: Revocationlnformation Version=01.00>

<abc:InformationUID>xs:anyURI</abc:InformationUID>
<abc:RevocationAuthorityParametersUID>

xs:anyURI

</abc :RevocationAuthorityParametersUID>
<abc:Created>xs:dateTime</abc:Created>?
<abc:Expires>xs:dateTime</abc:Expires>?

<abc: CryptoParams>é</abc: CryptoPar ams>
</abc:Revocationinformation>

The following describes the attributes and elements listed in thenaatetlined above:
/abc:Revocationinformation

This element contains the current revocation information, as published by the Revocation Authority.
At each update of the revocation information, a rew:Revocationinformation element is
generated.

labc:Revoc ationInformation/@Version
This attribute indicates the version of this spe
/abc:RevocationInformation/abc:InformationUID

This element contains the unique identifier of the revocation information. This identifier iewuliffe
for each version of the revocation information, i.e., a new URI is used at every update.

/abc:RevocationInformation/abc:RevocationAuthorityUID

This element contains the identifier of the parameters of the revocation authority that published the
revocdion information.

labc:Revocationinformation/abc:Created

This optional element contains the date and time when the revocation information was updated or first
published.

/abc:Revocationinformation/abc:Expires
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This optional element contains the date ane timtil when the revocation information is valid.

/abc:IssuerParameters/abc:CryptoParams

This element describes the set of public cryptographic parameters neededify whether a
credentials still valid. (The content of this element is defined ireaternal profile based on the value
of the @RevocationMechanism  attribute specified in the referencedbc:Revocation
AuthorityParameters element)

4.3.3 Non-Revocation Evidence

The exact details of how and when the mewocation evidence is created and updatay greatly

among the different revocation mechanisms. We therefore simply define an artifact that acts as a
wrapper for a message in a (possibly midtjged) evidence creation or update protocol. These
messages are sent to and received as a responsehfFoavidence creation and update endpoints
specified in the Revocation Authority parameters.

<abc: Revocati onMessage Context=0€é0>
<abc:RevocationAuthorityParametersUID>

xs:anyURI

</abc:RevocationAuthorityParametersU|D>

<abc: CryptoPar ams>éPRararasbc : Cr ypt
</abc:RevocationMessage>

The following describes the attributes and elements listed in the schema outlined above:
/abc:RevocationMessage/@ Context

This attribute contains a unique identifier for this protocol session, so that the differentrfltives i
protocol session can be linked together. The request MUST contain a Context attribute. The revocation
authority MUST reject requests with context values already in use.

/abc:RevocationMessage/abc:RevocationAuthorityParametersUID

This element containthe identifier of the parameters of the revocation authority that creates the non
revocation evidence information.

/abc:RevocationMessage/abc:CryptoParams

This element describes the mechangacific (cryptographic) parameters needed to obtain the non
revocation evidence information for building or updating the evidence.

4.4 Presentation

The user agent can create presentation tokens using one or more credentials in its possession. The
verifier can optionally insist that all credentials used to generatmklka are bound to the same user
(i.e., to the same user secret) or device.

In a typical ABC presentation interaction, the user first requests access to a protected resource, upon
which the verifier sends a presentation policy that describes which cedsléné user should present

to obtain access. The user agent then checks whether it has the necessary credentials to satisfy the
ve r i fpresentétien policy, and if so, generates a presentation token containing the appropriate
cryptographic evidence.
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Upon receiving the presentation token, the verifier checks that the cryptographic evidence is valid for
the presented credentials and checks that the token satisfies the presentation policy. If both tests
succeed, it grants access to the resource.

4.4.1 Presentation Policy

Theve r i fpolieyrdéssribes the class of presentation tokens that it will accept. It is expressed by
means of abc:PresentationPolicyAlternatives element, with the following schema:

<abc: PresentationPolicyAlternatives Version=01.00>
<abccPresentati onPolicy xRanyURIcyg D* D=0
<abc:Message>
<abc: Nonce>é</ abc: Nonce>?
<abc: Friendl yPol i c yshNhaguage | &a>ng =0

Xs:string

</abc:FriendlyPolicyName>*

<abc: Friendl yPolicyDesxslanguageod@> 1 ang=20
Xs:string

</abc:FriendlyPolicyDescription>*

<abc:ApplicationData> é</abc:ApplicationData>?

</abc:Message>?
<abc: Pseudonym Exsibobleas i v =c 0 psestiing O
Establ i sxsbablean 0 ? Al i assanyoRl 0 ?
SameKeyBindingAs= 06 xs: any URI 0? [ >*
<abc: Credenti axssahURl &a¥=& a me Key Bi nxd:anguRA 8 2 &
<abc:CredentialSpecAlternatives>
<abc: Credential SpecUIlI D>é</ abc: Credential SpecUl D>
</abc:CredentialSpecAlternatives>
<abc:lssuerAlternatives>
<abc:lssuerParametersUlD
Revocationl nf or maanyuRrh 0P B=20
é
</abc:lssuerParametersUID>+
</abc:lssuerAlternatives>
<abc: DisclosedAttribute Attri but e XsyapyeRl
Dat aHandl i ng RsahyURIl yo2>0
( <abc:InspectorAlternatives>

<abc:InspectorPublickeyUID> é</abc:InspectorPublicKkeyUID>+
</abc:InspectorAlternatives>
<abc:InspectionGrounds> é</abc:InspectionGrounds>
)?
</abc: DisclosedAttribute >*

</abc:Cr edential>*
<abc:VerifierDrivenRevocation>
<abc: Revocati onParametersUl D>é</ abc: RevocationPar
<abc:Attribute Credenti al AdanydRlI=®
Attribut e ¥syapyegRl 00 > +

Deliverable H2.1.doc Page 46 of 94 Public Final version 1.0



ABCA4Trust Heartbeat H2.1

</abc:VerifierDrivenRevocation>*
<abc: AttributePredicaxsiamyURUdIEti on=20
( <abc: Attribute CredeangURlad Al i as =0
Attribut eXssapygRlod0 Dat aHandl i n gPaaylURIcoy ?=/0>
I
<abc: ConstantValue>é</abc: ConstantVal ue>
)+
</abc:AttributePredicate>*
</abc:PresentationPolicy>+
</abc:PresentationPolicyAlternatives>

The following describes the attributes and elements listed in the schema outlined above:
/abc:PresentationPolicyAlternatives

This element contains a presentation policy, which may contaitiple policy alternatives as child
elements. The presented token must satisfy at least one of the specified policies.

/abc:PresentationPolicyAlternatives/@Version

This attribute indicates the token versimmber;i t MUST be Al. 00.
/abc:PresentationPol icyAlternatives/abc:PresentationPolicy

This element contains one policy alternative.

é/ abc: PresentationPolicy/ @PolicyUl D

This attribute assigns a unique identifier to this presentation policy that can be referenced from
presentation tokens that satisfy fiwdicy.

/abc:PresentationPolicyAlternatives/abc:PresentationPolicy/abc:Message

This optional element specifies a message to be authenticated (signed) by the private key of each
credential in the token.

é/ abc: PresentationPolicy/ abc: Message/ abc: Nonce
This gotional element contains a random nonce.
é/ abc: Presentati onPol i cy/ FRiéndlyPdieydasnage/ ab c :

This optional element provides a friendly textumame forthe policy. The content of this element
MUST be localized in a specific language.

é/ abc: Pr aignBalidy/abc:Message/abc :FriendlyPolicy Naméd@lang

A required language identifier, using the language codes specified in [RFC 3066], in which the content
of abc:FriendlyPolicyName element have been localized.

é/ abc: PresentationPol i cy/ FibendlyRbécgDescripioh a b ¢ :

This optional element provides a friendly textwascription forthe policy. The content of this
element MUSTbe localized in a specific language.

é/ abc: Presentati onPol i/ahc/! RidndlyPdlieyBesciiian /@lang

A requiredlanguage identifier, using the language codes specified in [RFC 3066], in which the content
of abc:Friendly  Policy Description  elementhave been localized.

é/ abc: PresentationPolicy/ abc: Message/ abc: ApplicationtC

This optional element can contain any apgiicnspecific data. The contained data MAY be human
readable, depending on the application, and displayed to the user.

Deliverable H2.1.doc Page47 of 94 Public Final version 1.0



ABCA4Trust Heartbeat H2.1

/abc:PresentationPolicyAlternatives/abc:PresentationPolicy/abc:Pseudonym

When present, this optional element indicates that a pseudonyst be presented with the
presentation token. If this policy does not involve any credentials to be presented, then a verifiable
pseudonym must be presented. Otherwise, a certified pseudonym associated to the presented
credentials must be presented. SeetiSn 2.4 for more information on pseudonyms.

é/ abc: PresentationPolicy/ abc: Pseudonym/ @Scope

This attribute indicates a string to which the pseudonym is associated. The user agent is assumed to
maintain state information to keep track of which pseudonypraviously used for which scope.

There can be multiple verifiable or certified pseudonyms associated to the same scope string, but a
scopeexclusive pseudonym is guaranteed to be unique with respect to the scope string and the user
secret. In the formerase, the scope string is merely a hint to the user agent which of its stored
pseudonyms can be reused in the presentation token, or to which scope string it should associate a
newly created pseudonym. In the latter case, the scope string uniquely detg¢hmipseudonym that

needs to be used. The scope string MAY encode an identifier of the verifier and/or of the requested
resource. See Section 2.4 for more information on the use of pseudonyms.

é/ abc: PresentationPolicy/ abc: Pseudonym/ @Excl usi ve

When presat and set to true, this attribute indicates that a seaplkisive pseudonym is to be
presented with the token. The value of @&cope attribute determines the scope with respect to
which the pseudonym must be generated. See Section 2.4 for more iidororatscopexclusive
pseudonyms.

é/ abc: PresentationPolicy/ abc: Pseudonym/ @QEstabl i shed

When set to true, this attribute indicates that the pseudonym to be presented by the User must re
authenticate under a pseudonym that was previously established witérifier. When set to false or

when not present, this attribute indicates that the User may establish a new pseudonym in the
presentation token.

é/ abc: PresentationPolicy/ abc: Pseudonym/ @AI i as

This optional attribute defines an alias for this pseudonymhabit can be referred to from other
pseudonyms or credentials to enforce same key binding, or, if this presentation token is part of an

issuance token, to support carrying over key binding to the newly issued credeBgal.the
/abc:IssuancePolicy/abc: CredentialTemplate/abc:UnknownAttributes

/abc:KeyBinding/ abc:Pseudonym Info/@Alia s element.

é/ abc: PresentationPolicy/ abc: Pseudonym/ @SameKeyBindin

If present, this XML attribute contains an alias referring either to aneteeidonym element within
this policy, or to aCredential  element for a credential with key binding. This indicates that the
current pseudonym and the referred pseudonym or credential have to be boundameikey.
Insisting credentials to be bound to the same key limits users franmg credentials.

The pseudonym or credential that is referred to does not have to refer back to this pseudonym. If the
referred to pseudonym or credential also h&amaeKeyBindingAs attribute that refers to a third
pseudonym or credential, then allébrpseudonyms/credentials must be bound to the same key. In
other wordsSameKeyBindingAs induces a transitive relationship.

é/ abc: PresentationPolicy/abc: Credenti al

This optional element specifies a credential that has to be used in the generationkarth®mmitting
this element may be useful, for example, when the user can obtain access by merely presenting an
existing verifiable pseudonym.

é/ abc: PresentationPolicy/ abc: Credential/ @Al i as
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This optional attribute creates an alias for this credentialfés te attributes from this credential in
attribute predicates. Seethe abc: Presentati onPolicy/ abc: ARlementi but ePr

é/ abc: PresentationPolicy/ abc: Credential/ @SameKeyBi ndi

If present, this XML attribute contains an alias referring eithea Fseudonym element within this
policy, or to anotheCredential  element for a credential with key binding. This indicates that the
current credential and the referred pseudonym or credential have to be boundstmtheey.
Insisting credentials to beobnd to the same key limits users from sharing credentials.

The pseudonym or credential that is referred to does not have to refer back to this credential. If the
referred to pseudonym or credential also h&&maeKeyBindingAs attribute that refers to aitd
pseudonym or credential, then all three pseudonyms/credentials must be bound to the same key. In
other wordsSameKeyBindingAs induces a transitive relationship.

é/ abc: PresentationPolicy/abc: Credential/ abc: Credenti a

This element contas a list of credential specifications. The issued credential used to instantiate this
credential in the presentation token must adhere to one of the listed credential specifications.

é/ abc: Credential/ abc: Credential SpecAlternatives/ abc: C

This element contains one credential specification identifier that can be used to instantiate this
credential in the presentation token.

é/ abc: Credential/ abc: | ssuer Alternatives

This element contains a list of identifiers for issuer parameters UID. The isgesehtial used to
instantiate this credential in the presentation token must be issued under one of the listed issuer
parameters.

é/ abc: Credential/ abc: 1 ssuer Alternatives/ abc: |1 ssuer Par

This element contains one issuer parameters identifierighatcepted for this credential in the
presentation token.

This specification defines two dedicated values for the issuer parameters:

1  The valuehttp://abc4trust.eu/wp2/issuerparameters/unsigned indicates that
the attribute values in this credential ard-stdimed, without any form of authentication by
either an external issuer or the user herself.

T The value http://abc4trust.eu/wp2/issuerparameters/pseudonymously -
self -signed indicates that the attribute values in this credential areckeihed and
signedunder the pseudonym of the user provided in the same presentation token. This value
can only occur when the presentation policy contains a
/abc:PresentationPolicyAlternatives/abc:PresentationPolicy/abc:Pseud
onym element.
é/ abc: I ssuer Al t er nat irRamséteasbID/@RevaatieninformationUID

If the issuer parameters referred to in this element specify an-suen Revocation Authority, i.e.,

if the referredabc:lssuerParameters element contains aabc:RevocationParametersUID

child element, then thigptional XML attribute can indicate for which version of the revocation
information the presented token must be valid. By specifying the current revocation information
identifier in the presentation policy, the User does not have to get in touch witRetloeation
Authority to check whether her namvocation evidence information is still up to date, thereby
avoiding a possible source of linkability.

é/ abc: PresentationPol i cy/ ab DisclosedAdributet i al / / abc:

Deliverable H2.1.doc Page49 of 94 Public Final version 1.0



ABCA4Trust Heartbeat H2.1

This element specifies an attribute ofstisredential that has to be revealed in the presentation token,
either to the verifier itself, or to an external inspector.

Even though there are no syntactical restrictions imposing this, presentation policies SHOULD NOT
request to reveal the value of therevocation handle (with attribute type
http://abc4trust.eu/wp2/abcschemavl.0/revocationhandle ), as doing so enables
Verifiers to link presentations tokens generated with the same credential. If necessary, inspection can
be used to only reveal the valuitloe revocation handle under specific circumstances.

€/ abc: Credential s/ abc: OisdodedAittibutea | / &a@AtributeType

This attribute specifies the type of the credential attribute of which the value must be revealed in the
presentation token. If mtiple credential specifications are allowed for this credential (i.e., if multiple
abc:CredentialSpecUID elements are listed in thebc:CredentialSpecAlternatives child
element of the ancestabc:Credential element), then the specified attribute type MUSEur in

all listed credential specifications.

For each credential and each attribute type, there MUST be at magicobiaclosedAttribute

element withoutabc:InspectorAlternatives child element. Likewise, for each credential and
each attribute type, éhe MUST be at most orabc:DisclosedAttribute element with the same
abc:InspectionGrounds child element.

é/ abc: Cr ed e ntDisalbsédattriute /@DataHandlingPolicy

This XML attribute can be used to refer to an external data handling policy describinthéaow
Verifier will treat the revealed attribute value once it is received. The data handling policy may be
humanreadable and/or machimeadable. The specification of a data handling policy schema is
outside of the scope of this document.

é/ abc: Cr e d/ebn:t DisalbsedAttribute /abc:InspectorAlternatives

This optional element lists a number of inspector public key identifiers. When present, this element
indicates that the value of this attribute does not have to be revealed to the verifier, but must be
enciypted under one of the listed inspector public keys. See Section 2.6 for more details on revealing
attributes to an inspector.

é / a bhisclosedAttribute /abc:InspectorAlternatives/abc:InspectorPublicKeyUI
D

This element contains one identifier of an inspeptaslic key under which the attribute value can be
encrypted.

€/ abc: Cr ed e ntDisaldsédattritute /abc:InspectionGrounds

This optional element contains a string describing the valid grounds or circumstances under which the
inspector can be asked to dgarthe attribute value or circumstances. This element must be present
whenever a siblingibc:InspectorAlternatives element is present. See Section 2.6 for more
details on revealing attributes to an inspector.

€/ abc: Pr esent at/aba nverididrDricegRev ocation

This optional element specifies all parameters for checking if a (set of) attribute value(s) from the
specified credentials was not revoked using verdi@ren revocation.

Verifier-driven revocation can be based on combinations of attributes &oset of different
credentials, in which case there will be multiplabc:Attribute elements per one
abc: VerifierDrivenRevocation element. Then the User has to prove that a disjunctive
combination of these attribute values was not revoked with respecthao specified
abc:RevocationParametersUlD
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é/ abc: Pr esent at/aba:nverididrDricegRevocation /abc:RevocationParamet
ersUiD

This element contains the UID of the revocation authority parameters. The User needs to provide a
proof that a following (set ofattribute value(s) was not revoked according to the specified set of
parameters.

€/ abc: Pr esent at/abaVeffierDrivenRevocation /abc:Attribute
This element specifies a credential attribute that is used for vetifigm revocation.

€/ abc: Pr &ienPdlidy /abc:VerifierDrivenRevocation /abc:Attribute/ @Creden
tialAlias

This attribute specifies the alias of the credential from which the attribute is used. The specified value

MUST also occur as an Alias attribute in aabc:Credential element within tts
abc: PresentationPolicy

é/ abc: Pr esent at/dbaVerierDrivenRBevocation /abc:Attribute/ @Attrib

uteType

This attribute refers to the attribute within the credential that is to be used for verifier-driven
revocation.

é/ abc: Presentati onPolbutePyediaate c : At t r i

This element specifies a predicate that must hold over the attribute values. To satisfy the policy, the
presentation token must for each of the listed predicates either prove (irrainiatezing way) that

the credential attributes satisfipet specified predicate, or must reveal the value of the involved
attribute(s) so that the verifier can check whether the predicate is satisfied. The child elements are the
ordered list of arguments of the predicate.

é/ abc: Pr esent at/nbo:AtiAbuteR c yredicate/@Function

This attribute specifies the boolean function for this predicate. See Sdctid for a list of
supported functions and their implications on the list of argtsriarthe child elements. Note that not

all predicate functions can be used for all attributes: the allowed predicate functions depend on the
data type and on the chosen encoding of the credential attributes. See &&ctifum a list of which
predicates can be used in combination with which data types and encodings.

é/ abc: AttributePredicate/ abc: Attribute

This element specifies a reference to a credential attribute that is to be used as an argument of the
predicate.

é / a b c :ributePredicate/abc:Attribute/@CredentialAlias

This attribute specifies the alias of the credential from which the attribute must be used. The specified
alias MUST also occur as an Alias attribute inade:Credential element within the ancestor
abc:Presen tationPolicy element.

é/ abc: AttributePredicate/ abc: Attribute/ @AttributeType

This attribute refers to the attribute within the credential that is to be used as an argument in the
predicate.

é/ abc: AttributePredicate/ abc: Attribute/ @DataHandl i ngF

This XML attribute can be used to refer to an external data handling policy describing how the
Verifier will treat the information that the attribute value satisfies the specified predicate. The data
handling policy may be humaeadable and/or machimeadable. Tie specification of a data handling
policy schema is outside of the scope of this document.

é/ abc: AttributePredicate/ abc: ConstantVal ue
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This element contains a constant value that is to be used as an argument in the predicate. The data type
of the argumentlepends on the function of the predicate. We refer to Section 4.5.3 for a list of
supported functions and the data types of their arguments.

4.4.2 Presentation Token

The presentation of one or multiple credentials results in a presentation token that is teent to
verifier. The syntax for the element is:

<abc: PresentationToken Version=01l1l.00>
<abc: PresentationTokenDescription PolicyUlD=0xs:anyU
TokenUIl D=0xs: anyURI 0?>
<abc:Message>
<abc: Nonce>é</ abc: Nonce>?
<abc: Friendl yPol i c yshhagne ageda>ng =10
Xs:string
</abc:FriendlyPolicyName>*

<abc: Friendl yPolicyDesxslanguageod@> 1 ang=20
Xs:string

</abc:FriendlyPolicyDescription>*

<abc:ApplicationData> é</abc:ApplicationData>?

</abc:Message>?
<abc:Pseudonym Scope= oxs:string 0 ? Ex c | u sxé:bhodeard 0 ?
Al i axsaayURI 6 ? SameKeyBi nd:anglRA S 2 &

<abc: PseudonymValue>é</ abc: PseudonymVal ue >
</abc:Pseudonym>*

<abc: Credenti axssahURl &a¥=& a me Key Bi nxd:anguRA 8 2 &

<abc:CredentialSpecU | D>é</ abc: Credenti al SpecUl D>
<abc: |l ssuer ParametersUl D>é</ abc: |l ssuer Parametersu
<abc:RevocationinformationUID>
é
</abc:RevocationinformationUID>?
<abc: DisclosedAttribute Attri but e XsyapyeRl
DataHandlingPo | i c yxs:anyURI 0 ? >
( <abc:InspectorPublickeyUID> é</abc:InspectorPublickeyUID>
<abc:InspectionGrounds> é</abc:InspectionGrounds>
)?
<abc:AttributeValue> é</abc:AttributeValue>
</abc: DisclosedAttribute >*

</abc:C redential> *
<abc:VerifierDrivenRevocation>
<abc:Revocation Information Ul D>é </ abc: Relnfanatoni daJib>

<abc: Attribute At t xsiawuURIedType =0
Credenti al AdanyyRl=0 > +
</abc:VerifierDrivenRevocation>*

<abc:Attribu tePredicate FuxsuaayRlom>=o0
( <abc: Attribute CredganyURlad Al i as =0
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Attri but e XsyapydRl
Dat aHandl i ng RsamhyURl yo=2d >

<abc: ConstantValue>é</abc: ConstantVal ue>
)+
</abc:AttributePredicate> *
</ab c:PresentationTokenDescription>
<abc:CryptoEvidence> é</abc:CryptoEvidence>
</abc:PresentationToken>

The following describes the attributes and elements listed in the schema outlined above:
/abc:PresentationToken

This element contains a presentatioken.

/abc:PresentationToken/@Version

This attribute indicates the token versimmber;i t MUST be nl. 00.
/abc:PresentationTokenDescription

This element contains a technoleggnostic description of the revealadformation.

€/ abc: Present eyUiDonPol icy/ @Pol

This attribute refers to the UID of the presentation policy that this token satisfies.

é/ abc: PresentationPolicy/ @TokenUI D

This optional attribute assigns a unique identifier to this presentation token.

é/ abc: PresentationTokenDescription/ abc: Message

This optional element specifies a message that is authenticated (signed) by the private key of each
credential in the token.

é/ abc: PresentationTokenDescription/abc: Message/ abc: No

This optional element contains a random nonce that is to be signhed éseatption token satisfying
this policy.The nonce is generated by the Issuer and prevents replay attacks.

é/ abc: PresentationTokenDescr i ptFHriendyPalitydambless age/ abc:

This optional element provides a friendly textumame forthe policy. The conént of this element
MUST be localized in a specific language.

é/ abc: Presentati onTokenDes crliapct RriendlyPalitylami® e s/@lang e

A required language identifier, using the language codes specified in [RFC 3066], in which the content
of abc:Friend ly PolicyName elementhave been localized.

é/ abc: PresentationTokenDescr i ptHriendlyPalityDesditic sage/ abc:
n

This optional element provides a friendly textutscription forthe policy. The content of this
element MUSTbe localized in a specifianguage.

€/ abc: Me/sabca EriendlyPolicyDescription /@lang

A required language identifier, using the language codes specified in [RFC 3066], in which the content
of abc:Friendly  Policy Description  elementhave been localized.

€/ abc: Present at i oiptibrdabceMed3ays/abe:ApplicationData
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This optional element can contains data of type string.

é/ abc: PresentationTokenDescription/abc: Pseudonym

When present, this element indicates that a pseudonym is presented with the presentation token. If this
policy does not involve any credentials, then this is a verifiable pseudonym, otherwise it is a certified
pseudonym associated to the presented credentials. See Section 2.4 for more information on
pseudonyms.

é/ abc: PresentationTokenDescription/abc: Pseudonym/ @Sco

This optional attribute indicates that the presented pseudonym is for a specific scope (e.g., a resource
identifier) See Section 2.4 for more information on the use of pseudonyms. The user agent is assumed
to maintain state information to keep track ofiethpseudonym it previously used for which scope.

é/ abc: PresentationTokenDescription/abc: Pseudonym/ @EXxc

When present, this attribute indicates that a sexpéusive pseudonym is presented with the token.
The value of the®Scope attribute determinethe scope with respect to which the pseudonym was
generated. See Section 2.4 for more information on sexgasive pseudonyms.

é/ abc: PresentationTokenDescription/abc: Pseudonym/ @AI i

This optional attribute defines an alias for this pseudonym so tleanite referred to from other
pseudonyms or credentials to enforce same key binding, or, if this presentation token is part of an

issuance token, to support carrying over key binding to the newly issued cred8egalthe
/abc:IssuancePolicy/abc:Credenti alTemplate/abc:UnknownAttributes

/abc:KeyBinding/ abc:Pseudonym Info/@Alia s element.

é/ abc: PresentationTokenDescription/ abc: Pseudonym/ @San

If present, this XML attribute contains an alias referring either to anetweidonym element within
this presentation token, or toCaedential  element for a credential with key binding. This indicates
that the current pseudonym and the referred pseudonym or credential are bousdrioekies .

The pseudonym or credential that is referred to does nottbaeer back to this pseudonym. If the
referred to pseudonym or credential also h&&amaeKeyBindingAs attribute that refers to a third
pseudonym or credential, then all three pseudonyms/credentials are bound to the same key. In other
words,SameKeyBindin gAs induces a transitive relationship.

€/ abc: PresentationTokenDescription/abc: Pseudonym/ abc:
This element contains the value of the pseudonym encoded as contentafiypet4Binary

If the token contains nabc:Credentials element but daecontain arabc:Pseudonym , then this
presentation token merely proves knowledge of the secret key underlying the pseudonym.

é/ abc: PresentationTokenDescription/abc: Credenti al

This optional element specifies a credential that is presented in this tokka.tken contains no
abc:Credential element but does contain abc:Pseudonym , then this presentation token merely
proves knowledge of the user secret underlying the pseudonym.

é/ abc: PresentationTokenDescription/abc: Credential/ @Al

This optional attribte defines an alias for this credential to refer to attributes from this credential in
attribute predicates. S#lge /abc:PresentationToken/abc:AttributePredicates element.

é/ abc: PresentationTokenDescription/abc: Credential/ @Sa
If present, ths XML attribute contains an alias referring either tBsaudonym element within this
presentation token, or to anoth€redential element for a credential with key binding. This

indicates that the current credential and the referred pseudonym or clegienbaund to theame
key.
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The pseudonym or credential that is referred to does not have to refer back to this credential. If the
referred to pseudonym or credential also h&&maeKeyBindingAs attribute that refers to a third
pseudonym or credential,eh all three pseudonyms/credentials are bound to the same key. In other
words,SameKeyBindingAs induces a transitive relationship.

é/ abc: Credential/ abc: Credential SpecUIl D

This element contains the credential specification identifier of the presented @ledent
é/ abc: PresentationTokenDescriptionabc: Credentiall/ abc:

This element contains the issuer public key identifier of the presented credential.

é/ abc: PresentationTokenDescriptionabc: Credentiall/ abc:
ID

This optional ement contains an identifier of the revocation information with respect to which the
presented credential is proved to be -newvoked. The revocation information referenced here
corresponds to the issuériven revocation parameters referenced from theersparameters; see the
/abc:PresentationToken /abc:PresentationTokenDescription/abc:Credential/abc:V
erifierDrivenRevocation element for verifieddriven revocation.

When verifying the token, the verifier has to independently obtain the current revooéionaition

using the mechanism specified by the revocation authority parameters referenced in the
IssuerParameters . It is up to the verifier to check that the revocation information UID referenced

in this element is indeed the most recent one.

e/ abc: P ratonTekenDescription/abc:Credential/abc:Attributes

This element lists the attributes from this credential that are revealed by this presentation token, either
in the clear to the verifier itself, or encrypted to an external inspector.

é/ abc: Pr es e nokealescuaptiof/abc:Credential/abc: DisclosedAttribute

This element specifies one attribute of this credential that is revealed in the presentation token.
é/ abc: Cr ed e ntDisalbsédAttrilmute /@AttributeType

This attribute specifies the type of the cra@#rattribute of which the value is revealed.

There MUST be at most one abc:DisclosedAttribute element  without
abc:InspectorPublickeyUID child element per credential and per attribute type. Also, for
abc:DisclosedAttribute elements with amabc:inspectorPu  blickeyUID  child element, there
MUST be at most onabc: DisclosedAttribute element per credential and per attribute type with
the samebc:InspectionGrounds child element.

€/ abc: Cr ed e ntDisaldsédattitute /@DataHandlingPolicy

This optional XML attrilute can be used to refer to an external data handling policy that the Verifier
has to adhere to concerning the revealed attribute value. The data handling policy may be human
readable and/or machimeadable. The specification of a data handling policgsehis outside of the
scope of this document.

€/ abc: Cr ede ntDisaldsédAttrilmute /abc:InspectorPublicKeyUID

This optional element contains the identifier of the inspector public key under which the attribute
value is encrypted.

€/ abc: Cr ed e ntDisaclosedAtiribute /abc:InspectionGrounds

This optional element contains a string describing the valid grounds or circumstances under which the
inspector can be asked to decrypt the attribute value or circumstances. This element must be present
whenever a siblg abc:InspectorPublickeyUID element is present. See Section 2.6 for more
details on revealing attributes to an inspector.
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é/ abc: Cr ede ntDisaldsédAthilmute /abc:AttributeValue

This element specifies the value of the revealed attribute. When entty@e inspector, this element

MAY contain data of types:base64Binary  representing the ciphertext for the encrypted attribute.
However, there is no guarantee that this data by itself is decryptable by the inspector. When requesting
decryption of an atitoute, the complete presentation token must always be sent to the inspector.

€/ abc: Presentati onTo kaa D/erierDrivepRevocation

This optional element specifies all parameters for checking if a (set of) attribute value(s) from the
specified crdentials was not revoked using verifeniven revocation, as requested in the presentation
policy by the verifier.

é/ abc: Presentati onTok en D/erierDrivepRevocatioh a b ¢ fabc:Revocat
ion Information  UID

This element contains an identifier of revooatiinformation with respect to which the presented
(combination of) attribute value(s) is proved to be -newoked. The revocation information
referenced here corresponds to the veriiari ven revocation parameters
presentation policy; see the /abc:PresentationToken/abc:Credential/
abc:RevocationinformationUID element for issuedriven revocation.

When verifying the token, the verifier has to independently obtain the current revocation information
using the mechanism specifibgt the revocation authority parameters referenced in the presentation
policy. It is up to the verifier to check that the revocation information UID referenced in this element
is indeed the most recent one.

é/ abc: Presentati onTo KabaVeeisrlrir i p venRewocation /abc:Attribu
te

This element specifies a credential attribute that is used for vetfifiesn revocation. In case of
multiple attributes specified, the User proves that a disjunctive combination of the attribute values was
nonrevoked with regect toabc:RevocationinformationUID

é/ abc: Present ati onTo KabaMVeeisridrivenRevocatiom /abc:Attribu
te/ @CredentialAlias

This attribute specifies the alias of the credential from which the attribute is used. The specified value
MUST also occuras an Alias  attribute in an abc:Credential element within this
abc:PresentationToken

é/ abc: Present ati onTo KabaMeeisridrivenRevocatiom /abc:Attribu
te/@AttributeType

This attribute refers to the exact attribute within the credential whictsad tor verifier driven
revocation.

é/ abc: PresentationTokenDescription/abc: AttributePredi

This optional element specifies a predicate that is guaranteed to hold by this token. The child elements
are the ordered list of arguments of the predicate.

é | actittributePredicate/@Function

This attribute specifies the boolean function for this predicate. See Section 4.5.3 for a list of supported
functions and their implications on the list of arguments in the child elements. Note that not all
predicate functios can be used for all attributes: the allowed predicate functions depend on the data
type and on the chosen encoding of the credential attributes. See Se2tiofor a list of which
predicates can be used in combination witiich data types and encodings.

é/ abc: AttributePredicate/ abc: Attribute

This element specifies a reference to a credential attribute that is used as an argument of the predicate.
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é/ abc: AttributePredicate/ abc: Attribute/ @Credential Al i

This attribute speais the alias of the credential from which the attribute is used. The specified value
MUST also occur as an Alias attribute in aabc:Credential element within this
abc:PresentationToken

é/ abc: AttributePredicate/ abc: Attribute/ @AttributeType

This attributerefers to the exact attribute within the credential that is used as an argument in the
predicate.

é/ abc: AttributePredicate/ abc: Attribute/ @DataHandl i ngF

This optional XML attribute can be used to refer to an external data handling policy that tier Veri

has to adhere to with respect to the information that the attribute value satisfies the specified predicate.
The data handling policy may be hurr@adable and/or machimeadable. The specification of a data
handling policy schema is outside of tl@ge of this document.

é/ abc: AttributePredicate/ abc: ConstantVal ue

This element contains a constant value that is used as an argument in the predicate. The data type of
the argument depends on the function of the predicate. We refer to Section 4.5i8t fof supported
functions and the data types of their arguments.

/abc:PresentationToken/abc:CryptoEvidence

This element contains the cryptographic evidence for the presentation token.
4.4.3 Functions for Use in Predicates

When evaluating predicates over atttési in presentation policies and presentation tokens, the
following list of function URIs from [XACML20] for (in)equality testing of different data types
MUST be supported. We refer to [XACML20, Appendix A] for the semantics of these functions and
the datatypes of their arguments. In order to prove predicates over credential attributes, the involved
attributes MUST use the same encoding (see Section 4.2.1).

urn:oasis:names:tc:xacml:1.0:function:string - equal
urn:oasis:names:tc:xacml:1.0:function:boolean - equal
urn:oasis:names:tc:xacml:1.0:function:integer - equal
urn:oasis:names:tc:xacml:1.0:function:date - equal
urn:oasis:names:tc:xacml:1.0:function:time - equal
urn:oasis:names:tc:xacml:1.0:function:date Time - equal
urn:oasis:names:tc:xacml:1.0:function:anyURI - equal
urn:oasis:names:tc:xacml:1.0:function:integer - greater - than
urn:oasis:names:tc:xacml:1.0:function:integer - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:integer - less -than
urn:oasis:names:tc:xacml:1.0:function:integer -less -than - or - equal
urn:oa sis:names:tc:xacml:1.0:function:date - greater - than
urn:oasis:names:tc:xacml:1.0:function:date - greater - than - or - equal
urn:oasis:names:tc:xacml:1.0:function:date - less -than
urn:oasis:names:tc:xacml:1.0:function:date -less -than - or - equal
urn:oasis:names:tc:xacml:1 .0:function:dateTime - greater - than
urn:oasis:names:tc:xacml:1.0:function:dateTime - greater -than - or - equal
urn:oasis:names:tc:xacml:1.0:function:dateTime - less -than
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urn:oasis:names:tc:xacml:1.0:function:dateTime -less -than - or - equal

Moreover, this specificatiodefines the following list of new functions for inequality testing.

urn:abc4trust:1.0:function:string - not - equal
urn:abc4trust:1.0:function:boolean - not - equal
urn:abc4trust:1.0:function:integer - not - equal
urn:abc4trust:1.0:function:date - not - equal
urn:abcdtrus  t:1.0:function:time - not - equal
urn:abc4trust:1.0:function:dateTime - not - equal
urn:abc4trust:1.0:function:anyURI - not - equal

For type being one ofstring, boolean, integer, date, time, dateTirneanyUR| the semantics of
function urn:abc4trust:1.0:function:t ype - not - equal is defined as follows. The function
SHALL take two arguments of datgpe http://www.w3.0rg/2001/XMLSchentgfe and SHALL
return anhttp://www.w3.0rg/2001/XMLSchema#booledhe function SHALL returnrue if and only

if the application of theorresponding function

urn:oasis:names:tc:xacml:1.0:function:type -equal evaluated on the same arguments
returnsfalse Otherwise, it SHALL returfialse

Finally, this specification defines the following list of functions for testing equality against af i
candidate values.

urn:abc4trust:1.0:function:string - equal - oneof
urn:abc4trust:1.0:function:boolean - equal - oneof
urn:abc4trust:1.0:function:integer - equal - oneof
urn:abc4trust:1.0:function:date - equal - oneof
urn:abc4trust:1.0:function:time - equal - oneof

urn: abc4trust:1.0:function:dateTime - equal - oneof
urn:abc4trust:1.0:function:anyURI - equal - oneof

For type being one ofstring, boolean, integer, date, time, dateTjme anyUR| the semantics of
functionurn:abc4trust:1.0:function:type - equal - oneof is defined afollows. The function
SHALL take two or more arguments of dagge http://www.w3.0rg/2001/XMLSchema#type

and SHALL return arttp://www.w3.0rg/2001/XMLSchema#boolean . The function SHALL
return true if and only if the application of the corresponding fumeturn:oasis:names:tc:
xacml:1.0:function:type - equal evaluated on the first argument and one of the arguments other
than the first returnsue. Otherwise, it SHALL returfalse

Note that not all predicate functions can be used for all attributes: ldveedl predicate functions
depend on the data type and on the chosen encoding of the credential attributes. Seé¢ Sé&&bioa
list of which predicates can be used in combination with which data types and encodings.

4.5 Issuance

Issuance of PrivacpBCs is an interactive process between the User and the Issuer, possibly
involving multiple exchanges of messages. This document specifies the contents, encoding, and
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processing of the messages; an application needs to define hgghémege them, e.g., by embedding
them in existing messaging protocdls.

An overview of a typical issuance interaction is giverfrigure 4.1 The User initiates the interaction
by sending an issuance requeto the Issuer, optionally specifying the requested credential
specification UID.

In the simplest case, the credenti al is issued
credentials. Even in this case, the issuance protocol may congsigiligfle exchanges of issuance
messages.

In a more advanced setting, the new credential that is being issued may carry over attribute values, the
user secret or the device secret from credentials that the User already owns, or may require attributes
valuesto be generated jointly at random. We refer to Section 2.7 for more details on the possibilities
of advanced issuance protocols.

In the advanced setting, the issuer responds to the initial request with its issuance policy, which
specifies which issuanceken the user must present in order to obtain the requested token, which
features of existing credentials will be carried over to the new credential, and which attributes will be
generated jointly at random. The user responds with an issuance tokena Tilnemher of interaction

rounds may take place to perform the cryptographic issuance protocol. At the end of these rounds, the
Issuer sends the final message allowing the User to construct the issued credential.

SserAgent m

ABC request (with authentication)

—_——_———— —— —— —_— —_— —_— —_——_— —_——_—— ——_———— —_——_—— —}

Issuance message (with issuance Policy)

| z |
| < 8 |
| Issuance message (with issuance token) g- |
>
©\—_ O _ I
S *_ _——
| Issuance message © |
S o
; 28«
| Issuance message 8- - ) |
S % _
Last issuance message
<
<

Generate

ABC ‘
T

Figure 4.1 - Issuance of PrivacyABCs

Some notes:
9 The endpoint to contact, and its authentication requirements, are application specific. The issuance
protocol SHOULD be done over a secure channel to protect the confidentialigyaifribute values.

1 Since the exchange is mdléigged, the parties must keep the cryptographic state of each issuance
instance between the message exchanges.

4 For example, WSrust [WSTrust14] specifies an issuance challemgsponse pattern that can be

used to carry the ABC issuance messages, embedding thenReduestSecurityToken and
RequestSecurityTokenResponse messages.
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User authentication is out of scope of this document. Authentication information MAY be provided
along the issuance messages.

4.5.1 Issuance Policy

Optionally, the |Issuer may respond to the User o
issuance policy, the Issuer describes which credentials he will issue based on which issuance token
preseed by the User. The newly issued credenti al C

credentials used in generating the issuance token, without revealing these features to the Issuer.
Namely, the newly issued credential can be bound to the Jaereto the same device, or to the same
revocation handle as one of the existing credentials. Also, attribute values in the new credential can be
carried over from attributes in the existing credentials, without the Issuer being able to see these
attribuie values.

I n case of an issuance fAfrom scratcho, i . e. for
existing credentials or established pseudonyms, the issuance policy merely specifies the credential
specification and the issuer parameterstierdredential to be issued. The issuance policy is then used

only locally by the Issuer to trigger the issuance protocol.

<abc: |l ssuancePolicy Version=0l1l.00>
<abc: PresentationPolicy é& > é </ abc: Presentation
<abc:CredentialTemplate Same KeyBi ndi mxgahygJRIOO ? >
<abc: Credential SpecUl D>é</ abc: Credential SpecUl D>
<abc: |l ssuer ParametersUl D>é</ abc: |l ssuer Parametersu
<abc:UnknownAttributes>
<abc: CarriedOver At t ri bute Target Attri buteType=0xs:anyUuU
<abc:Sour ceCredential l nfo Al i as=0xs:
AttributeType=0xs:anyURI o/ >
</abc: CarriedOver Attribute> *
<abc:JointlyRandomAttri bute TaxsangRIAdDL >»T but eType-=
</abc:UnknownAttributes>?
</abc:Credentia ITemplate>
</abc:lssuancePolicy>

The following describes the attributes and elements listed in the schema outlined above:
/abc:IssuancePolicy

This element describes an issuance policy.

/abc:IssuancePolicy/abc:PresentationPolicy

This optional element ggifies which token has to be presented by the user in order to be issued a
credential. See the/abc:PresentationPolicyAlternatives/abc:PresentationPolicy

element in Sectiod for a description of the schema. Thmain goal of this policy and the issuance
token returned in response of it is to carry over features from the existing credentials used to generate
the presentation token into the newly issued credential.

Note that the presentation policy can also regimsa seltsigned of selstatedcredential; see the
IssuerParametersUiD element in thePresentationPolicy for details. Using this feature, the
Issuer can have seddfigned and seiflaimed attributes to be carried over into the newly issued
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credential. Tiese attribute values will be visible to the Issuer if the issuance policy explicitly specifies
that they must be revealed, or will be invisible to the Issuer otherwise.

/abc:lssuancePolicy/abc:CredentialTemplate/

This element provides a template for thebe-issued credential. In case of issuance from scratch it
will only specify thecredential specification and the issuer parameters.

/abc:IssuancePolicy/abc:CredentialTemplate/ @ SameKeyBindingAs

When present, this XML attribute causes the newly issueckctiatito be bound to the same key as
one of the credentials or pseudonyms in the presentation policy. The value of the attribute refers to the
Alias attribute of thePseudonym or Credential ~ from which the key must be carried over.

/abc:lssuancePolicy/abc: CredentialTemplate/abc:CredentialSpecUID

This element contains the unique identifier of the credential specification of the newly issued
credential.

/abc:IssuancePolicy/abc:CredentialTemplate/abc:IssuerParametersUID
This element contains the unique idertif the issuer parameters of the newly issued credential.
/abc:IssuancePolicy/abc:CredentialTemplate/abc:UnknownAttributes

This element specifies the attributes that are unknown to the Issuer and that will either be carried over
from another credentialr jointly generated at random.

é/ abc: Credential Templ at e/ abc: UnGanmied@verA tAtiributeb ut es/ abc:

This element describes how an unknown attribute is established.
é/ abc: UnknownAt t r CaoriedOees /Asrthwte/@TargetAttributeType

This attribute inttates to which attribute in the -be-issued credential this template information
applies to.

é/ abc: UnknownAt t r CariadOees /Aftrtbute/abc:SourceCredentiallnfo

This element contains information about the source credential to transfer the info from
é / a bQarriedOver Attribute/abc:SourceCredentiallnfo/@Alias

This attribute indicates the alias of the presented credential from which teowarrghe attribute
value.

é / a bQarriedOver Attribute/abc:SourceCredentiallnfo/@Attribute Type

This attribute indiates the attribute type of the presented credential from which to-aaarythe
attribute value (which could be different than the target attribute type, e.g., frolradiName
attribute of theDriverLicense credential to theGivenName attribute of theStudentCard
credential).

é / a bUnknownAttributes/abc:JointlyRandomAttribute

This element indicates that a specific attribute of the newly issued credential must be generated jointly
at random, i.e., so that the Issuer does not learn the value of thetaftbbt so that the User cannot
bias the uniform distribution of the value.

€ / a bunknownAttributes/abc:JointlyRandomAttribute/@ TargetAttributeType

The attribute type of the newly issued credential that must be assigned a jointly generated random
value.
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45.2 Issuance Token

In case of advanced issuance, the User responds with an issuance token, that contains a presentation
token and credential template satisfying the issuance policy of the Issuer. In order to satisfy the policy,
the credential template in thesuance token must be the same as in the received issuance policy. See
Section4 for the schema of the presentation token and Sedtli for the schema of the credea

template.

<abc:lssuanceToken Version="1.0">
<abc:lssuanceTokenDescription>
<abc:PresentationTokenDescription>
e
</abc:PresentationTokenDescription>
<abc: Credential Templ ate SaxsmeyWwRlyBd1>ndi ngAs=20
e
</a bc:CredentialTemplate>
</abc:IssuanceTokenDescription>
<abc:CryptoEvidence>
e
</abc:CryptoEvidence>
</abc:lssuanceToken>

The following describes the attributes and elements listed in the schema outlined above:

/abc:lssuanceToken

This element describes an issuance token.

/abc:lssuanceToken/@Version

This attribute indicates the token version numbe
/abc:lssuanceToken/abc:lssuanceTokenDescription

This element contains a technoleagnostic description of the revealedoimation and the new
credential.

€/ abc: |l ssuanceTokenDescription/abc:PresentationTokenT
This element contains a technoleggnostic description of the revealadformation.

€/ abc: |l ssuanceTokenbDescription/abc:Credential Templ at e
This element prades a template for the-tme-issued credential.

/abc:IssuanceToken/abc:CryptoEvidence/

This element provides the cryptographic evidence for the issuance token.
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4.5.3 Issuance Messages

Any message that will be exchanged in the course of an issuance protogmpised in an
IssuanceMessage . That includes the issuance policy and issuance token (if requested by the issuer),
as well as the subsequent interactions between the User and Issuer to execute the cryptographic
protocol. The message contents in the remgirflows of the issuance protocol are mechanism
specific and therefore treated as opaque pieces of information that are exchanged between the Issuer
and the User.

To allow the linkage of the different legs of a protocol, each message includes a Coritaxeattr
which must have the same value on all legs (including the possible preceding issuance policy/token
exchange).

<abc: |l ssuanceMessage Context="¢&">
e
</abc:lssuanceMessage>

The following describes the attributes and elements listed in the schginad above:

/abc:IssuanceMessage

This element contains either an issuance policy, issuance token or meebpedsfic cryptographic
issuance data.

/abc:lssuanceMessage/@ Context

The message MUST contain a context attribute and its value MUST matohdheom the initial
IssuanceMessage (if any).

4.5.4 lIssuance Log Entries

To keep track of all issued credentials, the issuance log is stored on the issuer side. The issuance log
entry contains the verified issuance token (if requested by the issuer), as thellasibute values
specified by the issuer.

<abc:lssuance LogEntry Ver si on=01. 00 >
<abc:lssuance LogEntry Ul D>é </ a b c : ILegEnirg (UtDe

<abc: |l ssuerParametersUl D>é</ abc: |l ssuer Parametersul
<abc: IssuanceToken > é < /lsaubnceToken >?
<abc: IssuerAttributes>
<abc:Attribute @y p exs:anyUrl o >

<abc: Attri buteValue>é</ abc: Attri buteValue>
</abc:Attribute>*

</ abc: IssuerAttributes>?
</abc:Ilssuance  LogEntry >

The following describes the attributes and elements listed in thenaatetlined above:

/abc:lssuance  LogEntry

This element contains the verified issuance token (if requested by the issuer), as well as the attribute
values specified by the issuer.

/abc:lssuance  LogEntry /abc: Issuance LogEntry UID
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This element contains the iddigi of the log entry.

/abc:lssuance  LogEntry /abc:lssuerParametersUID

Heartbeat H2.1

This el ement contains the identifier of the | ssu

[ abc:lssuance LogEntry /abc:lssu anceToken

The is optional element contains the verified issuaokert

[ abc:lssuance LogEntry /abc:lssu erAttributes

This element contains the description of the attributes (if any) provided by the issuer in an issued

credential.

/abc:lssuance  LogEntry /abc:lssu erAttributes/ abc: Attribute

This element contains the descriptman attribute provided by the issuer in an issued credential.

/abc:lssuanceLogEntry /abc:lssu  erAttributes/ abc:Attribute/ @Type

This attribute contains the unique identifier of the attribute type of this credential. The attribute type is
a URI, to which asemantics is associated by the definition of the attribute type. The definition of
attribute types is outside the scope of this document; wetoefsection7.5 in [IMI1.0] for examples.

The attribute type (e.thitp://fexample.com/firstname

) is notto beconfused with the data type

(e.g.,xs:string ) that is specified by theataType attribute in theCredentialSpecification
€/ abc: | ssuer AtabaAttributelabesAttributeValue

This element contains the actual value of the issued credential attribuitder by the issuer.

4.5.5 Revocation History

To keep track of the revocation process on the upper level, the revocation history is stored on the
revocation authority side. Revocation history contains information, including cryptogidguhi¢hat
is used by tB revocation authority to support revocation @newocation evidence/revocation

handle/revocation information generation and updates,

keeping track of revocable credentials).

Credentials that are a subject for the verifieven revocation are also cadl revocable in this
context. Registering a revocable credential means adding it to the list of the credentials that can be
revoked by the revocation authority. This can also include generating fresh revocation handle and/or
nonrevocation evidence and utihg revocation information, if required by the revocation
mechanism. In case of the verifidfiven revocation the registration is optional.

<abc: RevocationHi story Vers

ion=01. 00 >

<abc: Revocati onHi storyUl D>é</ abc: RevocationHi storyU

<abc:Revocatio n Aut horityPar amet
</abc:RevocationAuthorityParametersU|D>

ersuUl D>¢é

<abc: Current State>é</ abc: CurrentState>?
<abc: RevocationLogEntry @Revoked=0xs: bool eano>
<abc: RevocationLogEntryUIlI D>é</ abc: RevocationLogEn

<abc:RevocableAttribute @Type =0XS: a
<abc: AttributeValue>¢

</abc:RevocableAttribute>*

<abc: DateCreated>é</ abc:

ny URI o>
</ abc: AttributeVal ue>

DateCreated?>

<abc: CryptoParameters>é</abc: CryptoParameters>?

</abc:RevocationLogEntry>?
</abc:RevocationHistory>

Deliverable H2.1.doc Page64 of 94

Public Final version 1.0



ABCA4Trust Heartbeat H2.1

The following describes the attributes and elements listed in the schema outlined above:

/abc: RevocationHistory

This element contains the information that is used by the revocation authority to support revocation
and keep track of revocable credentials.

/abc:Revoc ationHistory/abc:RevocationHistory uiD

This element contains the identifier of the revocation history.
/abc:RevocationHistory/abc: RevocationAuthority ParametersUlD
This element contains the identifier of the revocation authority parameters.
[ abc: RevocationH istory /abc: CurrentState

This optional element contains the information (can also contain cryptographic and revocation
mechanism specific data) that is used by the revocation authority to register and revoke credentials.

/ abc:RevocationHistory/abc: Revocatio nLogEntry

This element contains information about credentials that were registered and revoked by the
revocation authority and the corresponding cryptographic data.

/ abc:RevocationHistory/abc: RevocationLogEntry/ @Revoked

This attribute indicates whether thevocation authority registered a new revocable credential or
revoked an existing one.

/ abc:RevocationHistory/abc: RevocationLogEntry/ abc: RevocationLogEntry uiD
This element contains the identifier of the revocation log entry.

/ abc:RevocationHistory/abc: RevocationLogEntry/ abc:RevocableAttribute

This element contains the description of an attribute that is used to revoke the credential.

/ abc:RevocationHistory/abc: RevocationLogEntry/ abc:RevocableAttribute /@Type

This attribute contains the unique identifiertioé attribute type of the credential attribute that is used

to revoke the credential. The attribute type is a URI, to which a semantics is associated by the
definition of the attribute type. The definition of attribute types is outside the scope obthimeht;

we refer to Section 7.5 in [IMI1.0] for examples. The attribute type (e.g.,
http://example.com/firstname ) is notto be confused with the data type (exg:string ) that

is specified by th®ataType attribute in theCredentialSpecification

€ /abc: RevocationLogEntry  /abc:Attribute/abc:AttributeValue

This element contains the actual value of the credential attribute that is used to revoke the credential.
(In case of issuedriven revocation it contains a value of the revocation handle).

/ abc:Revocati  onHistory/abc: RevocationLogEntry/abc:DateCreated

This element contains a timestamp when the credential was registered or revoked by the revocation
authority.

|/ abc:RevocationHistory/abc: RevocationLogEntry/abc:CryptoParameters

This element contains mechanispecific cryptographic data that is used to register or revoke
credentials.
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4.5.6 Credential Description

At the end of an issuance protocol, the User obtains a new credential. The contents of the new
credential are reported back throughCeedentialDescription element that adheres to the
following schema:
<abc:CredentialDescription>

<abc: CredentialUID> é</abc: CredentialUID>

<abc: Friendl yCredent ixalanjuagee o0 bang =0

Xs:string

</abc:FriendlyCredentialName>*

<abc:ImageReference> xs:anyURI </abc:ImageR eference>?

<abc:CredentialSpecificationUID> é</abc:CredentialSpecificationUID>
<abc:lssuerParametersUID> é</abc:lssuerParametersUID>

<abc: Secret Reference>é</abc: Secret Reference>?
<abc:Attribute>
<abc: AttributeUl D>é</abc: AttributeUIl D>
<abcAttr i but eDescripti xsan@Rlyp e@Dat aTxspry3Rd o
@Encodixs:agnyURl o >
<abc: Friendl yAttri buxséahaage ol>ng=20
Xs:string
</abc:FriendlyAttributeName>*
<abc: AttributeValue>é</abc: AttributeVal ue>
</ abc:Attr  ibuteDescription >
</abc:Attribute>*
</abc:CredentialDescription>

The following describes the attributes and elements listed in the schema outlined above:
/abc:CredentialDescription

This el ement contains the de scredenpa portfalio. of an i ssu
/abc:CredentialDescription/abc:CredentialUID

This element contains a unique local identifier (formatted as a URI) of the issued credential in the
Userds credenti al portfolio. Thishéeddeateti dsesyartt
is never included in a presentation token or in other artefacts sent across the network for obvious
reasons of linkability.

/abc:CredentialDescription [ abc: FriendlyCredentialName

This optional element provides a friendly textnaime fo the credentialThe content of this element
MUST be localized in a specific
languagé€abc:CredentialDescription /abc: FriendlyCredentialName /@lang

A required language identifier, using the language codes specified in [RFC 3066], in which the content
of abc: Friendly CredentialName elementhave been localized.

/abc:CredentialDescription / abc: Image Reference

This optional element contains a reference to the endpoint where the image for the credential can be
obtained.

When implementing a PrivaeyBC system dowloading images from the identity providers should
be handled carefully. The reference to the external image resource must not be used every time the
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credential is presented. To avoid linkability when using the credential, the corresponding image must
be davnloaded and stored locally at tbles e sid& during the issuance.

/abc:CredentialDescription/abc:CredentialSpecificationUID

This element contains the identifier of the credential specification (formatted as a URI) to which the
issued credential adheres.

/abc:CredentialDescription/abc:IssuerParametersUlD

This element contains a reference to the issuer parameters of the Issuer who issued the credential.

/abc:CredentialDescription/abc:SecretReference

This optional element contains a unique local identifienfatted as a URI) of the secret key to which
the credential is bound, in case key binding is enabled for this credential. A User may have multiple
secret keys; this reference helps in finding the key to which this credential is bound.

This identifier isjust a reference to the secret key, not the secret key itself. It acts solely as a local
reference within the Userés system,; it i'sS never
sent across the network for obvious reasons of linkability.

/ab c:CredentialDescription/abc:Attribute

This element contains the description of an attribute in an issued credential.
/abc:CredentialDescription/abc:Attribute/AttributeUID

This element contains a unique local identifier (formatted as a URI) of this atiibthis credential

in the Userds credenti al portfolio. This identi
system; it is never included in a presentation token or in other artefacts sent across the network for
obvious reasons of linkabiit

/abc:CredentialDescription/abc:Attribute/abc: AttributeDescription

This element contains describes the generic description of the attribute, as specified in the
/abc:CredentialSpecification/abc:AttributeDescriptions/

abc:AttributeDescription element fotthis attribute in the credential specification.
/abc:CredentialDescription/abc:Attribute/abc: AttributeDescription/@Type

This attribute contains the unique identifier of the attribute type of this credential. The attribute type is
a URI, to which a semanstcis associated by the definition of the attribute type. The definition of
attribute types is outside the scope of this document; weteefection7.5 in [IMI1.0] for examples.

The attribute type (e.thitp://example.com/firstname ) is notto be confuse with the data type
(e.g.,xs:string ) that is specified by theataType attribute.

/abc:CredentialDescription/abc:Attribute/abc: AttributeDescription/ @DataType

This attribute contains the data type of the credential attribute. The supported attribtypetatae a
subset of XML Schema data types. We refer to Seai@ri for an overview of the supported data

types.

/abc:CredentialDescription/abc:Attribute/abc: AttributeDescription/@Encoding

To be embedded in a PrivaéBC, cedential attribute values must typically be mapped to fixed
length integers. Th&ncoding XML attribute specifies how the value of this credential attribute is

mapped to such an integer. We refer to Sectiéhl for an overvew of the supported encoding
algorithms.

/abc:CredentialDescription/abc:Attribute/ abc: FriendlyAttributeName

This optional element provides a friendly textnaime for the attribute in the credentiBhe content
of this element MUSbe localized in a spdig language.
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/abc:CredentialDescription/abc:Attribute/ abc: FriendlyAttributeN ame/@lang

A required language identifier, using the language codes specified in [RFC 3066], in which the content
of abc: Friendly AttributeName  elementhave been localized.

/abc:C redentialDescription/abc:Attribute/abc:AttributeValue
This element contains the actual value of the issued credential attribute.
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5 API for Privacy-ABCs

This chapter describes the application programming interfaces (API) of the ABCE layer, focusing
solely onthe API that the ABCE layer exposes to the upper layers, in particular, to the application
layer. This information is mainly intended for application developers who want to build applications
that make use of ABCE technology.

The interfaces are described an objectoriented fashion as a list of methods that take input
parameters of certain types and that produce an output of a certain return type. The data types of the
input and return types either refer to XML artifacts as defined in Chapter 4 onpte SKML Schema
datatypes such as boolean or string.

For ease of integration with applications built on top of our ABCE layer, the actual implementation
will offer the toplevel ABCE interfaces described below as web services. The descriptions below
must terefore be mapped to descriptions in the Web Services Description Language (WSDL). Doing
so is straightforward, so for the sake of readability we stick to an efsjectted notation here.

5.1 ABCE methods for Users

boolean canBeSatisfied(PresentationPolicyAl ternatives p)

This method, on input a presentation poligydecides whether the credentials in the Gser
credential store could be used to produce a valid presentation token satisfying the.pblicy
s0, this method returns true, otherwise, it retfiaise.

PresentationToken createPresentationToken(PresentationPolicyAlternatives p)

This method, on input a presentation poligyreturns a presentation token that satisfies the
policy p, or returns an error if no such token could be created. This metliadwestigate

whether the User has the necessary credentials and/or established pseudonyms to create a
token that satisfies the policy. If there are one or more ways in which the policy can be
satisfied (e.g., by satisfying different alternatives in ploéicy, or by using different sets of
credentials to satisfy one alternative), this method will invoke an identity selection possibly
presented as a user interface (the executable code of which is installed on thearidskime

as part of the ABCE framewk) to let the user choose her preferred way of generating the
presentation token or cancel the action. If the policy cannot be satisfied (if the
canBeSatisfied method would have returned false), then the method returns an error.

PresentationToken createPr esentationToken(PresentationPolicyAlternatives p,
IdentitySelection idSelectionCallback)

This method is the same as the previous exegept that theABCE enginewill use the

providedidSelectionCallback object instead of using the default lokiih idSelection
object.
IssuanceMessage [/ CredentialDescription issuanceProtocolStep(lssuanceMessage
m)
This method performs one step in an interactive issuance prottedhputto this method is
anincoming issuance messageobtained from the Issuewh i ch on t he | ssuer
ei ther gener at e dntlssuincePratogoh t hmethod forsthe dirst dlosv in
the protocol, 0 rissudndeRrotoeol§tdép t hmethod fersali subséguient
flows.
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This methodeither returns the outgoing issuanmessage that is to be sent back to the Issuer,
or returns a description of the newly issued credential at successful completion of the protocol.
In the former case, theontext attribute of the outgoing message has the same value as that
of the incomingmessage, allowing the Issuer to link the different messages of this issuance
protocol.

If this is the first time this method is called for a given contiegt, if the incoming issuance
messagem was gener at ed tinitlssuancaPiotocdl h e methad utleenmd s
will contain an issuance poligy , andthe returned outgoinigsuance messageéll containan
issuance token that satisfies the issuance polmssibly also containingelf-claimed
attributes This method will investigate whether the U$ms the necessary credentials and/or
established pseudonyms to create an issuance token that satisfies the issuance policy. If there
are multiple ways in which the policy can be satisfied (e.g., by using different sets of
credentials), this method wilhvoke an identity selectioimterfaceto choose the preferred
way of generating the presentation tok€he identity selection interface will also allow the
user to manually enter values for sgliimed attributes.

IssuMsgOrCredDesc issuanceProtocolStep(l ssuanceMessage m,
IdentitySelection idSelectionCallback)

This method is the same as the previous one, except that the ABCE engine will use the
providedidSelectionCallback object instead of using the default biifdidSelection
object.

void u pdateNonRevocationEvidence()

This method updates the nogvocation evidence associated to all credentials in the credential
store. Calling this method at regular time intervals reduces the likelihood of having to update
nonrevocation evidence at the tim& presentation, thereby not only speeding up the
presentation process, but also offering improved privacy as the Revocation Authority is no
longerfipinged at the moment of presentation.

URIJ] listCredentials()

This method returns an array of all uniqaeedential identifiers (UIDs) available in the
Credential Manager.

CredentialDescription getCredentialDescription(URI credUid)
This method returns the description of the credential with the given unique identifier. The

unique credential identifiecredUid is the identifier which was included in the credential
description that was returned at successful completion of the issuance protocol.

boolean deleteCredential(URI credUid)
This method deletes the credential with the given identifier from the credetural #

deleting is not possible (e.g. if the net credential does not exist) the method returns false,
and true otherwise.

5.2 ABCE methods for Verifiers

PresentationTokenDescription verifyTokenAgainstPolicy(
PresentationPolicyAlternatives p, Presentatio nToken t, boolean store)

This method, on input a presentation policgnd a presentation token checks whether the
tokent satisfies the policyp and checks the validity of the cryptographic evidence included in
tokent . If both checks succeed and stiseset to true, this method stores the token in a
dedicated store and returns a description of the token that includes a unique identifier by
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means of which the token can later be retrieved from the store. If one of the checks fails, this
method returns kst of error messages.

PresentationToken getToken(URI tokenUid)

This method looks up a previously verified presentation token. The unique token identifier
token Uid is the identifier that was included in the token description that was returned when
the tken was verified.

boolean deleteToken(URI tokenUid)

This method deletes the previously verified presentation token referenced by the unique
identifier tokenuid . It returns true in case of successful deletion, and false otherwise.

5.3 ABCE methods for Issuers

SystemParameters setupSystemParameters(int securityLevel , URI
crypto Mechanism)

This method generates a fresh set of system parameters for theepveity level expressed

as the bitlength of a symmetric key with comparable secguanitgl cryptographic méanism.

Issuers can generate their own system parameters, but can also reuse system parameters
generated by a different entity. More typically, a central party (e.g., a standardization body)
will generate and publish system parameters for a number ofediffkey lengths that will be

used by many IssuerSecurity levels 80 and 128 MUST be supported; other values MAY also

be supported.

Currently, the supportethechanismURIs areurn:abc4trust:1.0:algorithm:idemix
for Identity Mixer andurn:abc4trust:1.0:al gorithm:uprove for U-Prove.

IssuerParameters setuplssuerParameters(CredentialSpecification credspec,
SystemParameters syspars, URI uid, URI hash, URI revParsUid)

This method generates a fresh issuance key and the corresponding Issuer parameters. The
issuarce key is stored in the Issd@ekey store, the Issuer parameters are returned as output of
the method. The input to this method specify the credential specificatidspec of the
credentials that will be issued with these parameters, the system pasasysiars , the

unique identifieruid of the generated parameters, the hash algorithm idertiifigr, and,
optionally, the parameters identifier for any Issddven Revocation Authority.

Currently, the only supported hash algorithm is S8 with idenifier
urn:abc4trust:1.0:hashalgorithm:sha - 256.

(IssuanceMessage, boolean, URI ) initiIssuanceProtocol(lssuancePolicy ip,
Attribute][] attributes)

This method is invoked by the Issuer to initiate an issuance protocol based on the given
issuance policyp and te list of attribute typ&alue pairsatts to be embedded in the new
credential. It returns arssuanceMessage that is to be sent to the User and fed to the
issuanceProtocolStep method on the Usés side. ThessuanceMessage contains a
Context attribute tlat will be the same for all message exchanges in this issuance protocol, to
facilitate linking the different flows of the protocol.

In case of an issuanddrom scratch, i.e., for which the User does not have to prove
ownership of existing credentials established pseudonyms, the given issuance piicy
merely specifies the credential specification and the issuer parameters for the credential to be
issued. In this case, the returned issuance message is the first message in the actual
cryptographic issance protocol.
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In case of arfiadvanced issuance, i.e., where the User has to prove ownership of existing
credentials or pseudonyms to carry over attributes, a user secret, or a device secret, the
returnedissuanceMessage is simply a wrapper around thesignce policyp with a fresh

Context attribute. The returne@oolean indicates whether this is the last flow of the
issuance protocol. If thesuanceMessage is not the final one, the Issuer will subsequently
invoke itsissuanceProtocolStep method on th@ext incomingssuanceMessage from

the User.The issuer also returns thed of the stored issuance log entry that contains an
issuance token together withe attribute values provided by the issteekeep track of the

issued credentials

(IssuanceMess age, boolean, URI ) issuanceProtocolStep(lssuanceMessage m)

This method performs one step in an interactive issuance protocol. On input an incoming
issuance messagereceived from the User, it returns the outgoing issuance messagetthat i

be sent backotthe Usera boolean indicating whether this is the last message in the protocol
and theuid of the stored issuance log entry that contains an issuance token togethteewith
attribute values provided by the issuerkeep track of the issued credergtiallhe Context
attribute of the outgoing message has the same value as that of the incoming message,
allowing the Issuer to link the different messages of this issuance protocol.

IssuancelLogEntry getlssuanceLogEntry(URI issuanceEntryU id)

This method lookaip a1 issuance log entry gfreviouslyissued credentials that contaias
verified issuancaokentogether with the attribute values provided by the isslieeissuance
log entryidentifier issuanceEntryU id is the identifier that was included in tiesuance
token description that was returned when the token was verified.

5.4 ABCE methods for Revocation Authorities

RevocationAuthorityParameters setupRevocationAuthorityParameters(int
securityLevel , URI cryptoMechanism, URI uid, RevocationinfoReference
infoRef, NonRevocationEvidenceReference evidenceRef,
RevocationUpdateReference updateRef)

For a givensecurity level,expressed as the bitlength of a symineley with comparable
security, and revocation mechanism, this method generates a fresh secret key for the
Revocation Authority and corresponding public Revocation Authority parameters, as well as
the initial revocation information. The secret key is stored in trusted storage. Also included in
the returned Revocation Authority parameters are the given identifi as well as the
endpoints where User¥erifiers and Issuers can obtain the latest revocation information
(info Ref), initial nonrevocation evidenceey(idence Ref), and updates to their non
revocation evidenceupdateRef ). Security levels 80 and 128 WET be supported; other
values MAY also be supported.

The list of supported revocation mechanisms and their identifiers have not yet beed, define
please check with our implementation team which values to use here as soon as revocation is
supported.

Revoca tionIinformation getCurrentRevocationinformation(URI revParsUid)

This method takes as input the unique identifier (UID) of revocation authority parameters
revParsUid and returns the latest revocation information corresponding to the specified
revocation paameters.
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Revocationinformation revoke(URI revParUid, Attribute][] attributes)

This method revokes the attribute values specified by the input parameietes with
respect to the revocation parameters specified by their unique identfiearuid . When
attributes contains multiple attribute typealue pairs, then the combination of these
attribute values is revoked, i.e., all credentials that have the combination of attribute values
specified in attributes are revoked. In the special case of Isglraren revocation,
attributes contains one attribute value that is the revocation handle, so that only the unique
credential with that revocation handle has been revoked.

RevocationHistory get RevocationHistory (URI revocationHistoryU id)

This method looks up revocation history thatontains the information that is used by the
revocation authority to support revocation and kéegrk of revocable credential§he
revocation historydentifier issuanceEntryU  id is theuniqueidentifier that may be derived
from the identifier of the Revocation Authority parameters.

5.5 ABCE methods for Inspectors

InspectorPublicKey setuplnspectorPublicKey(int securityLevel , URI
mechanism, URI uid)

This method generates a fresh decryption key and corresponding encryption key feeithe gi
security level, expressed as the bitlength of a symmetric key with comparable semudtity,
cryptographic mechanism. It stores the decryption key in the trusted storage and returns the
inspector public key with the given identifieid . The identifierassociated with the key will

be used in presentation/issuance policies as the unique reference to a particular Inspector.

Security levels 80 and 128 MUST be supported; other values MAY also be supphbged.
only currently supportethechanism identifier is
urn:abc4trust:1.0:inspectionalgorithm:camenisch - shoup03 .

Attribute[] inspect(PresentationToken t)

This method takes as input a presentation token with inspectable attributes and returns the
decrypted attribute typealue pairs for which the Inspector hths inspection secret key.
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6 Applicability to existing ldentity Infrastructures

Many identity protocols and frameworks are in use today, and new ones are being developed by the
industry, each addressing specific use cases and deployment enviroririgaty. concerns exist in

many scenarios targeted by these systems, and therefore it is useful to understand how they could
benefit fromPrivacyABC technologies to improve their security, privacy, and scalability.

In this chapter, we consider the followirpopular systems: WS SAML, OpenID, OAuth, and

X.509. A short description of each system is given to facilitate the discussion, but is by no means
complete; the reader is referred to the appropriate documentation to learn more about a particular
systemMor eover, we mostly describe Ahowod integrati
this is highly applicatiorspecific.

The last section describes the common challenges of these federated systems, Riidabg#BC
technologies can help to allate them.

6.1 WS-*

The set of WS specifications define various protocols for web services and applications. Many of
these relate to security, and in particular, to authentication and atiodse access (such as WS
Trust [WSTrust], WS&Federation [WSFed] and WSSecurityPolicy [WSSecPol]). These
specifications can be combined to implement various systems with different characteristics.

Identity Provider Relying Party

trust

1. Request
A. Token access

B. Token request

response
Requestor

2. Policy

3. Token

Figure 6.1 - WS-Trust protocol flow

The WSTrust specification is thenain building block that defines hosecurity tokenscan be
obtained and presented by users. The specification does not make any assumption on the type of
tokens exchanged, and provides several extensibility points and protocol flow patterns suitable for
Privacy-ABC technologies.

INWSTrust , a requestor (user) requests a securit.
Service (the issuer) encoding various certified claims (attributes), and presents it (either immediately
or at a later time) to Relying Party (the verifier); sdéigure6.1.
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IntegratingPrivacyABC technologies in WSrust is straightforward due to the extensible nature of
the WS* framework. The issuance protocol is initiated by the requestor by seraBngsual, a
RequestForSecurityToken message to the STS. The requestor and the STS then exchange as
many RequestForSecurityTokenResponse messages as needed by the ABC issuance protocol
(using the challengeesponse pattern defined in Section 8 of fl#8sf). The STS concludes the
protocol by sending RequestForSecurityTokenResponseCollection message. Typically, this

final message contains a collection of requested security tokens. Due to the natuRrightyeABC
technologies, the STS does not seralgbcurity tokens per se, but the requestor is able to compute its
credential(s) using the exchanged cryptographic dataFi§as=6.2.

The issuance messages are tied together using a unique context, but othermigespecify the
content and formatting of their contents. It is therefore possible to directly use the protocol artefacts
defined earlier in this document (see Chapter 5).

m

RequestSecurityToken
(with ABC issuance request parameters)

I
I
I
I
—

|
| RequestSecurityTokenResponse E |
I < (with ABC issuance message contents) 8 |
" |
| %
- |
I RequestSecurityTokenResponse 3
I (with ABC issuance message contents) - E' :
L ]
RequestSecurityTokenResponseCollection
L (with last issuance message contents)
Generate

ABC credential
I

Figure 6.2 - WS-Trust issuanceprotocol

Presenting an ABC to a Relying Party is also straightforward. The exact mechanism to use depends on

the application environment. For example, in a federated architecture usiFgedéfation, the
presentation token could be included iRequestF orSecurity TokenResponse message part of

awresult HTTP parameter. Given the support of extensible policy (using, e.gS&uGrityPolicy),

the ABC verifier policy could be expressed by the Relying Party and obtained by the client; e.g., it
coudbeembeddld i n a servicebts federation metadata (se

PrivacyABC technology integration into W®rust has been successfully demonstrated; see, e.g.,
[UPWTP].
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6.2 SAML

The Security Assertion Markup Language (SAML) is a popular set of specificdtioeschanging

certified assertions in federated environments. Different profiles exist addressing various use cases,

but the core specification [SAML2.0] defines the main elements: the SAML assertion (a XML token
type that can encode arbitrary attrib)itesd the SAML protocols for federated exchanges.

Typically, a User Agent (a.k.a. requester or client) requests access to a resource from a Relying Party

(a.k.a. Service Provider) which in turn requests a SAML assertion from a trusted Identity Provider
(ak.a. SAML Authority). The User Agent is redirected to the Identity Provider to retrieve the SAML
assertion (after authenticating to the Identity Provider in an unspecified manner) before passing it back
to the Relying PartyFigure6.3 illustrates the protocol flow.

Identity Provider Relying Party
(SAML Authority) (Service Provider)

trust

2. Auth

1. Request request
4. Auth 3. Auth access redirect
request
response
(with SAML 5. Auth
assertion) response

(with SAML
assertion)

NG

Requestor

Figure 6.3 - SAML protocol flow

Contrary to WS, the SAML protocols only permit the use of the SAML assertion token type.
Therefore, one needs to profile the SAML a8sa in order to use therivacyABC technologies with

the SAML protocols. The SAML assertion schema defines an optisr&bnature  element used

by the Identity Provider to certify the contents of the assertion. If used, it must be a valid XML
Signature[XMLSignature]. This means that XML Signature must also be profiled to support ABC
issuer signaturesThe alternative would be to protect the SAML assertion using a custom external
signature element.

ABC-based SAML assertions could be used in the SAMitqmols in various ways. One example
would be for the client to create a modified SAML assertion usiRgiaacyABC in response to a
Relying Partyds authenti cat i-onmefrometeddertity Providdr h e r
(replacing steps @nd 4 in the figure above). The assertion would contain the disclosed attributes, and
encode the presentation tokends <cryptographic
assertion would be an alternative token type toMBE presentation token

® This could be achieved by applying the appropriate XML transfoom the assertions contents before
interpreting them as input to the ABC protocols.
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Additionally, the Identity Provider could issue anaemandPrivacyABC using the SAML protocaol;
this might require multiple roundtrips to accommodate the potentially interactive issuance protocol.
Then the SAML assertion presented to the Relying Reotyld need to be created as explained above.

6.3 OpenlD

OpenID is a federated protocol allowing users to present an idéntdidRelying Parties by first
authenticating to an OpenlID Provider. The current specification, OpenID 2.0 [OpenlD2.0], specifies
the potocol. We illustrate the stepskigure6.4:

OpenlD Provider Relying Party

trust

1. Present 2. Auth request
3. Auth identifier (redirectto OP)
request
4. Auth
response 5. Auth

response

3
<&

User Agent
Figure 6.4 - OpenlID protocol flow

We assume that the user has an existing OpenlID identifier registered with an OpenID Provider.

1. Tologin to a Relying Party, the user presents her (unverified) OpenlID identifier.

2. The Relying Party parses the identifier to discoverUhe e OperslD Provider and redirects
the User Agent to it.

3. The user authenticates to the OpenlD Provider; how this igwexhis ouof-scope of the
OpenlID specification (popular existing web deployments use usernames and passwords).

4. Upon successful authentication, the OpenID Provider redirects the User Agent to the Relying
Party with a signed successful authentication agess

5. The Relying Party validates the authentication message using either a shared secret with the
OpenlD Provider or alternatively, by contacting the OpenlID Provider directly.

OpenID follows a standard federated single <ignmodel and therefore inheritse security and
privacy problems of such systems. The OpenID specification describes in Section 15 some
countermeasures against common concerns, but nonetheless, the systems remains vulnerable to active

® the specification describe this as a URL or XRI (eXtensible Resource Identifier), but extensions used by
popular deployments use email addresses.
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attackers, especially to attacks originating fronotecol participants (see, e.g., [IDCorner] for a
summary of the issues).

PrivacyABC technologies could be used to increase both the security and privacy of the protocol, and
reduce the amount of trust needed on OpenID Providers. For example, certifiegpeexclusive
pseudonyms derived from an ABC issued by an OpenID Provider could be used as local Relying Party
identifiers, therefore providing unlinkability between thles e spheyes of activities at different
Relying Parties ( 8%&RlLhag a sctpe strirg. | Thei crygogréphic data @ Ghe
corresponding ABC presentation token would need to be encoded in extension parameters defined in
an ABC profile.

A similar integration has been demonstrated in the PseudolD prototype [Pseudol®], uSith a u moé s
blind signatures [Cha82].

OpenIiD may also be used in attribii@sed access scenarios. The OpenlD Attribute Exchange
[OIAEL.0] extension describes how Relying Party can request attributes of any type from the OpenID
Provider by adding fetch paraters in the OpenlD authentication message, and how an OpenlD
Provider can return the requested attributes in the response.

To generate an AB®Gased response, the User Agent would create the OpenlID response on behalf of
the OpenlID Provider using the cont®rof a presentation token, properly encoding the disclosed
attributes using the OpenID Attribute Exchange formatting and by encoding the cryptographic
evidence in custom attributes.

6.4 OAuth

OAuth is an authorization protocol that enables applications aridedeto access HTTRervices on
behalf of user s using del egated tokens rat her
specification, OAuth 1.0, is specified in RFC 5849 [OAuth1.0].

The OAuth 2.0 [OAuth2.0] is now being developed by the IETF OAutrking group® This new
version simplifies the base protocol and defines multiple profiles adapted for different scenarios. We
will concentrate our discussion on this upcoming standard.

OAuth specifies four roles. Quoting from the spec:

1 resource owner anentity capable of granting access to a protected resource (elgsemnd

1 resource server the server hosting the protected resources, capable of accepting responding
to resource requests using access tokens.

1 client: an application making protected resmirequests on behalf of the owner and with its
authorization.

i authorization server. the server issuing access tokens to the client after successfully
authenticating the resource owner and obtaining authorization.

An example scenario is as follows: an ars@r (resource owner) can grant a printing service (client)
access to her protected photos stored at a photo sharing service (resource server), without sharing her
username and password with the printing service. Instead, she authenticates directhsemwiter a

trusted by the photo sharing service (authorization server) which issues the service dedpgatfimn
credentials (access token).

A typical OAuth interaction is illustrated fFFigure6.5:

" Using a transport ptocol other than HTTP is undefined by the specification.
8 OAuth 2.0 evolved from the OAuth WRAP [OAuthWRAP] profile which has been deprecated.

Deliverable H2.1.doc Page 78 of 94 Public Final version 1.0



ABCA4Trust Heartbeat H2.1

a. Authorization request >

Resource

Owner

¢ b. Authorization grant

c. Authorization grant >

Authorization

P d. Access token Server

e. Access token
g

Resource
Server

< f. Protected resource

Figure 6.5 - OAuth 2.0 protocol flow

a. The client requests authorization from the resource owner. The authorization request can be
made directly to the resource owner (as shown), or preferably indirectly via the authorization
server as amtermediary.

b. The client receives an authorization grant which is a credential representing the resource
owner's authorization, expressed using one of four grant types defined in this specification or
using an extension grant type. The authorization dyget depends on the method used by the
client to request authorization and the types supported by the authorization server.

c. The client requests an access token by authenticating with the authorization server and
presenting the authorization grant.

d. The auhorization server authenticates the client and validates the authorization grant, and if
valid issues an access token.

e. The client requests the protected resource from the resource server and authenticates by
presenting the access token.

f.  The resource servealidates the access token, and if valid, serves the request.

As we can see, two types of credentials are used in the protocol flow: the authorization grant and the
access token. ArivacyABC could be used for either one, as we will describe in theviolip

sections. The OAuth protocol flow does not allow presenting a dynamic policy to the client; if this
functionality is needed, the policy would need to be obtained and processed at the application layer;
otherwise, the application may use an implicitipi cy t hat drives the clienté

° The OAuth specification does not describe how the resource owner authenticates the client before issuing the
authorization grant. Conceptually, this could also be done using an ABC.
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6.4.1 Authorization grant

The first step in the OAuth flow is for the client to request authorization from the resource owner and
getting back an authorization grant. The OAuth specification defines four grant typesrigation

code, implicit, resource owner password credentials, and client credentials) and provides an extension
mechanism for defining new ones.

Although one could use the authorization code or the client credential grant types, the extension
mechanismsg bettersuited to integrate AB®ased grants. How therivacyABC is obtained by the

client is outof-scope of the OAuth flow. To present tAdavacyABC to the authorization server, one
could define a profile similar to the SAML assertion one [OAuthSAMIEbr example, the client

could send the following access token request to the authorization server:

POST /token HTTP/1.1
Host: server.example.com
Content - Type: application/x - www form - urlencoded;charset=UTF -8

grant_type=http://abc4tru st.eu/oauth&abctoken=PEFzc2VydGlvhiBJc
3N1ZUluc3RhbnQ9ljiIwMTEtMDUI...omitted for brevity...]aG5TdGF0Z

where theabctoken parameter would contain an encoding of a presentation token (e.g., using a
base64 encoding of the XML representation). As mentionea b o v e , the policy dr|
presentation behaviour would be dealt with at the application level (and might be fixed for an
application).

6.4.2 Access token

An access token is issued by the authorization server to the client and later presemeddoutite

server. The format and contents of the access token is not defined in the OAuth specification, and
therefore one could define a way to uderiwacyABC to create an access token. This can be done by
defining a new access token type (as expthiime Sction 81 of [OAuth2.0]), or by encoding the
presenlt(;';\tion token content into an existing extensible token type, such as the JSON Web Token
[JWT].

Since access tokens are typically ldivgd, the issuance of tHerivacyABC can be done otdf-band

of the OAuth protocol. It can also be done directly by the authorization server by embedding the
issuance protocol messages in multiple access token reégapshse runs (in which case the returned
Afaccess tokenso woul d be hehthis gqess aorcludess theuctiemtc e me
would be able to create a valid ABfased access token.

To present the ABC access token, client computes a valid presentation token using an application
specific resource policy (obtained eaftband or implicitly deihed), encodes it in the right access
token format, and includes it in the OAuth protected resources access request.

6.5 X.509 PKI

Most of the schemes presented in this chapter require online interactions with an Issuer to present
attributes to a Relying Partyrhis provides flexibility about what can be disclosed to the Relying
Party, but impacts the privacy wsvis the Issuer (which typically learns where the attributes are
presented). A Public Key Infrastructure (PKI) uses a different approach: PKIazte#fiencoding

% The JSON Web Token format contains a set of attribute name and value pairs and corresponding metadata
(including a digital signature identified by an algorithm identifier). Thisupsrted by ABC technologies, but
does not allow the representation of the most advanced features.
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arbitrary attributes and issued to users are typically-limeg. The decoupling of the issuance and
presentation protocols provides some privacy benefits to the user, but removes the minimal disclosure
aspect. Indeed, a Verifier will leasverything that is encoded in a certificate even if a subset of the
information would have been sufficient to make its access decision. The integraRomaaf-ABC
technology is therefore desirable to provide these privacy benefits while offeringrtige security

level as in PKI.

X.509 [X.509] is a popular PKI standatahat defines two types of credentials: public key and
attribute certificates. A public key certificate contains a user public key associated to a secret private
key, and other metadatserial number, a validity period, a subject name, etc.) The certificate is signed
by a Certificate Authority. An attribute certificate, also signed by the CA, is tied to a {xeplic
certificate and can contain arbitrary attributes. Both types of catdficcan also contain arbitrary
extensions.

The X.509 protocol flow is as follows. The client starts by generating a key pair, and sends a
certificate request that includes the generated public key to the Certificate Authority. The Certificate
Authority creates, signs and returns the X.509 certificate to the client which stores it along with the
associated private key. To authenticate to a Rel
key to sign a Relying Pargpecified challenge (either random number or an applicatispecific

message). The Relying Party verifies the signature and validates the certificate. This involves
verifying the certificatebs Certificate Authorit
a trustedssuer (is or is linked to a trusted root), and making sure that the certificate has not expired

and is not revoked. Checking fornrone vocati on can be done by =either
serial number does not appear on a Certificate Revochistn(CRL), or by querying an Online

Certificate Status Protocol (OCSP) resporiéd&eeFigure6.6.

1 Other PKI systems exist, such as PGP [PGP]. We will not consider them in this document, but ABC
integration would look similar.
2The mechanism and endpbto be used are specified by the CA and encoded into the certificate.
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Figure 6.6 - X.509 protocol flow

IntegratingPrivacyABCs with X.509 certificags is possible and provides two immediate benefits:

1 Longlived certificates support minimal disclosure (only the relevant properties of encoded
attributes are disclosed to the Relying Party rather than the full set of attributes), and

T The user 6 saandphe Gdrificate Authgrity signatures on the certificates are unlinkable
(the Certificate Authority and the Relying Parties cannot track and trace the usage of the certificate
based solely on these cryptographic values).

Two integration approachesameo nsi dered next. The first one cons
contents in X.509 artefacts using ABPecific algorithm identifiers and extensions (i.e., the client

would generate an X.509 certificate encoding PneacyABC6 s c ont e n bfghe @suandeh e e n
protocol). Since the presentation protocol of an X.509 certificate is not specified, the presentation
token artefact could be used almost as is, but including the modified X.509 certificate.

The second and preferfédapproach would be téransform an existing X.509 certificate into a
PrivacyABC that can be presented to various Relying Parties. The following example illustrates the
concept: The protocol flow would be as follows:

1. The client visits the ABC issuer and presents her X.50%icaté&.

2. After validating the certificate and its ownership by the User, the ABC Issuer isBueaay
ABCencoding the certificatebs information int
a. The certificatebds expiration date is enco
b. The certi fi cadeacdded as the revachtiomhande. e
c. The revocation information (e.g., the CRL endpdftig) encoded in an attribute.

13 We claim that this approach is preferred because of the broad existing code base implementing X.509. It
would be easier to develop an conversion module on top of existing X.509 camgon
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