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Attribute Selection - a necessary feature

Amendments introducing privacy aspects

|.  Emphasize concept of authentication instead of
identification

Il. Remove barriers for privacy-preserving elD
solutions

Ill. Data protection for elD chapter
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* Order alcohol online? Data to provide:

BELGIE BELGIQUE BELGIEN BELGIUM

IBENTITEITSXAART CARTE D'IDENTITE  PERSCHALALSWELS IDENTITY CARD
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Status of many current
elD solutions
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* Order alcohol online? Necessary data:

BELGIE BELGIQUE BELGIEN BELGIUM | BELGIE
IGEMTITEITSEAART CARTE D'IDENTITE ﬁF‘ERSDHﬁLAUEWEE IDENTITY CARD

BELGIQUE BELGIEN BELGIUM

IDENTITEITSHKAART CARTE DTDENTITE  PERSOMALAUSWEIS IDENTITY CARD
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BELGIE BELGIQUE BELGIEN BELGIUM | BELGIE BELGIQUE BELGIEN BELGIUM
IGENTTEITSKAART CARTE DDENTITE  PERSCMALAUSWES IDENTITY CARD IDENTITEITSKAART CARTEOIDENTITE  PERSOMALAUSWEIS IDENTITY CARD
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Yes, we can!
And for the citizen’s privacy we must!
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|. Emphasize concept of authentication
instead of identification

 Unlinkable authentication as basic use case
only verifying necessary attributes (age,
place of living, being a pensioner,...)

» Context specific authentication if it is neces-
sary to verify that the same persons acts

* |dentification with identifying attributes where
knowledge of the identity is necessary
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Il. Remove barriers for privacy-preserving
solutions

* Open elDAS for privacy-preserving solutions
* No fixation on a single architecture

» Relying parties may be demanded to fulfill
proportionate requirements

 Notifying Member States should ensure that
validation is possible free of charge
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(3) Sends person identification data in el. form
(2) Sends access policy / requirements to access
(1) Requests access to service

ik

Validation Service
(Member State)

Current draft is fixed on architecture with
Relying Party talking to Validation-Service:

Art. 6 (1) (d) elIDAS: “... the notifying'Member

State ensures the availability of an

authentication possibility online, at any time
: S

and free of charge so that any relying party

can validate the person identification data

received in electronic form.”

N

Relying Party /
Service Provider
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Validation Service
(Member State)
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(3) Sends person identification data in el. form
(2) Sends access policy / requirements to access
(1) Requests access to service

Relying Party /
Service Provider
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Current draft Art. 6 (1) (d) elDAS ]%%

Validation Service
(Member State)

S, Y%,
S
Fmitinl ieoimanmacns % (“@0
KOs
% (%
Q/é Q/é

(3) Sends person identification data in el. form
(2) Sends access policy / requirements to access
(1) Requests access to service

Relying Party /
Service Provider
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User

Validation Service
(Member State)

(5) Sends proof for necessary attributes
(2) Sends access policy / requirements to access
(1) Requests access to service
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Relying Party /
Service Provider

11



Validation Service as privacy enabler

TRUST

Validation Service
(Member State)

Limited user No information
profiling possible on user’s
interests or RP’s
customers
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) Sends proof for necessary attributes
(2) Sends access policy / requirements to access

(1) Requests access to service Relying Party /
Service Provider

User
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User’s device

L)
(4).Sends proof for necessary attributes
(2) Sends access policy / requirements to access

(1) Requests access to service

Relying Party /
Service Provider
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Best practice solution with
Privacy-ABCs TRUST

Sends proof for necessary attributes
(2) Sends access policy / requirements to access

(1) Requests access to service

Relying Party /
Service Provider
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lll. Data protection for elD chapter

» Current draft references data protection only
for Trust Services

 Clarify that data protection applies also to
Issuers and Validation Services by moving
reference to chapter |

» Especially: Regulate retention of personal
data for Validation Services
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|. Emphasize concept of authentication instead

of identification

Il. Remove barriers for privacy-preserving
solutions

lll. Data protection for elD chapter
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The next generation of elDs could bring

strong and efficient data protection to

European citizens with  Privacy-
based C

Thank you for your attention ]TRUST

ABCATrust Position Paper

wvalues of individual atiributes insiead of
sending a whale set of identifying infor-
mation. So, only revealing the place of
living or the birthdate is possible. Also,
calculations over such atiributes can be
done such as the verfication that the
birthdate is at least 18 years before the
current date o that a person lives within
i ity A, B, C or D without revealing

preserving Attrib
{Privacy-ABCs). In particular, the fea-
ture enabling users to just verify indi-
wvidual attributes instead of sending the

plete set of
is a leap for data protection.
However, the current wording of the
draft Regulation on Electronic ldentifi-
cation and Trust Services for Electronic
Transactions in the Intemal Market
(COM/2012/238, :  elDR)

the municipality. Beyond the curent scope
of elDs used in eGovernment. banking or
healthcare Privacy-ABCs are not limited to
certain atiributes, allowing e.g. to verily
that one has a certain academic degree, is
advacate, mamber of a graup or similar. At
1his point, other schemas offering attribute
selection such as the German federal elD
{‘neuer Personalausweis”, nPA) fall short,
but should be

s trust services which are nol object of
this positian paper.

Cornerstones of the elD Regulation

The Regulation of e/Ds follows a series of
central aims: From its wording and setup,
the Regulation focuses on identification of
individuals in the sense of an unambigu-
ous link 1o a person, and Member States
are liable for the unambiguity of the link,
el Ant. 6 (1) (e} and (e} elDR.

The draft follows the approach to be tech-
nolegy neutral to avoid precluding any of
1he existing or emarging 80 technologles.

Member States must further ensure the
availability of an online authentication ser-
vice for their notified elD schemes. They
may not impose any specific lechnical

would hinder the deployment of ad-
vanced privacy features. It thereby fails
its aim to be technology neutral. The
€lD Regulation also disregards the data
minimisation _principle. Besides this,
the architecture logically following
{rom the proposal requires one or more
centralised national online authentica-
tion services which could profile their
users’ behaviour.

The attribute selection feature

The currently used elD solutions in Europe
are mainly based on the principle of clear-
Iy identifying a person. Likewise, existing
authentication methods in the ICT area
which are based on signed certificales
containing the attributes of the user (e.g
X.509) aim at identifying entities with all
attribute values contained in the cerfifi-
cate. Any usage of such an elD or certifi-
cate may expose a lot of identity infor-
mation of the holder (2.9. name and age)

a privacy-pl W selution.

Scope of the elD Regulation

The draft of the elD Regulation serves the
positive and useful purpose to remove
barriers in the internal market for cerain
electronic interactions. For this, a Member
State may notify an electronic identifica-
fion scheme which it accepts itsell to ac-
eess public services demanding an elec-
tronic authentication {eGovernment). Al
Members Stales must recognise and ac-
cept foreign notified schemes for their own
eGovernment  applications.  While  the
mandatory recognitien of elDs does mot
ablige service providers in the private sec-
1or 1o recognize foreign elDs. the regula-
fion clearly intends fo set the stage for
private services, ¢f. Racital 14 elR. There-
fore it will have a stronger long-term im-

- pact on the elD markel than the narrow

field of application may suggest at first
sight. So it must be carefully tailared to
data prolection requirements, and be open

1o the parly req g th

for & specific purpose. But there are vari-
aus scenarios where the user of such cer-
tificates unnecessarily reveals mare infor-
mation than needed. E.g. if proof is re-
quired that the user is of a given age, iv-
ing within a certain municipality, region or
esunlry, is a student of a university or a
pensioner, neither the identity nor the ex-
act birth date needs to be known by the
other party. Revealing more informatien
than necessary not only harms the privacy
of the users, bul also increases the risk of
information abuse (e.g. identity fraud) and
furthermore enables linkability of the us-
ers behaviour across domains. Pro-
cessing more data than necessary also
wviolates the principle of proportionality laid
down inter alia in Art. 6 sec. 1 lit. ) and &)
of the EU Data Profection Directive
95/64/EC.

Advanced elD  and  authentication
schemes allow users 1o securaly verify
individual atiributes and proofs over se-
lacted  attributes (selective disclosure).
Privacy-ABCs enable users o provide

for necessary to preserve
privacy in the long term.
Besides elDs the regulation also address-

Liability for

on relying parties, cf, Art. &
sec. 1 lit. dj elDR. This excludes any re-
quirements for relying parties 1o oblain
specific hardware or software, cf. Recital
15 2lDR.

Data protection in the Regulation

Arl. 11 elDR already contains specific data
protection requirements that are in line
with the European Data Profection Oi-
reclive §5/46/EC. However, this Ariicle
does not refer to the entities responsible
for the provisiening of elDs. As those enti-
ties collect data for the verification of the
link to the natural or legal person to be
identified later the apphicability of data
pratection requirements should be dlearly
stipulated in this drat Regulation. The
positioning of Art. 11 eIDR in Ghapter Il
“Trust Services™ further suggests that it
doss not apply to national authentication
services, A clarificalion is necessary that
authenticalion servicas are lfusl services
in the sense of the Regulation and thus
have to comply with all requirements in
Chapter lll including dala protection,

unambiguous link
between 1D and person

authentication service.
= Tracking & Profiling|

Solution suggested by e|D
Regulation is central

Liability for unambiguous link

ta one person prevents
anonymaus authentication

No hard- or software %;D ek oane Centralized

ervice, relying party
needs at least some
relying party software installed

requirements for

authentication
service

Figure 1: Pillars of the 2D Regulation contradicting Privacy and technelogical neutrality

ABC4Trust position paper
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Questions?
Comments?

Contact:

Harald Zwingelberg
abc4trust@datenschutzzentrum.de
www.datenschutzzentrum.de

+49 (0)431 / 988-1200

Further information:
ABCA4Trust research results are
published at: www.abc4trust.eu
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