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Overview

Attribute Selection - a necessary feature

Amendments introducing privacy aspects

I. Emphasize concept of authentication instead of 

identification

II. Remove barriers for privacy-preserving eID 

solutions

III. Data protection for eID chapter
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Attribute Selection
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• Order alcohol online? Data to provide:

Status of many current

eID solutions
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• Order alcohol online? Necessary data:

Attribute Selection
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Over 18
Valid eID
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Yes, we can! 

And for the citizen’s privacy we must!

Attribute Selection
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Necessary privacy adjustments to the 
draft eIDAS regulation
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I. Emphasize concept of authentication 
instead of identification

• Unlinkable authentication as basic use case 
only verifying necessary attributes (age, 
place of living, being a pensioner,…)

• Context specific authentication if it is neces-
sary to verify that the same persons acts

• Identification with identifying attributes where 
knowledge of the identity is necessary
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Necessary privacy adjustments to the 
draft eIDAS regulation
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II. Remove barriers for privacy-preserving 
solutions

• Open eIDAS for privacy-preserving solutions

• No fixation on a single architecture 

• Relying parties may be demanded to fulfill 
proportionate requirements

• Notifying Member States should ensure that 
validation is possible free of charge
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Current draft Art. 6 (1) (d) eIDAS
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User Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

Issuer

(1) Requests access to service

(2) Sends access policy / requirements to access

(3) Sends person identification data in el. form

Current draft is fixed on architecture with 

Relying Party talking to Validation Service:

Art. 6 (1) (d) eIDAS: “… the notifying Member 

State ensures the availability of an 

authentication possibility online, at any time 

and free of charge so that any relying party 

can validate the person identification data 

received in electronic form.” 
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Current draft Art. 6 (1) (d) eIDAS
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User Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

Issuer

(1) Requests access to service

(2) Sends access policy / requirements to access

(3) Sends person identification data in el. form
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User Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

(1) Requests access to service

(2) Sends access policy / requirements to access

(3) Sends person identification data in el. form

Profiling 
of users 
possible

Learns about 
RP’s customers

Gains full set 
of ID data

Current draft Art. 6 (1) (d) eIDAS

Issuer
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Issuer
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User
Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

(1) Requests access to service

(2) Sends access policy / requirements to access

(5) Sends proof for necessary attributes

Validation Service as privacy enabler
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Issuer
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Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

(1) Requests access to service

(2) Sends access policy / requirements to access

(5) Sends proof for necessary attributes

Receives 
necessary 
data only

No information 
on user’s 
interests or RP’s 
customers

Validation Service as privacy enabler

User

Limited user 
profiling possible

Full user control
& transparency
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Issuer
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User
Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

(1) Requests access to service

(2) Sends access policy / requirements to access

Best practice solution with 
Privacy-ABCs

User’s device

(4) Sends proof for necessary attributes
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Issuer
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User
Relying Party / 

Service Provider

Validation Service

(Member State)

Initial issuance 

of eID

(1) Requests access to service

(2) Sends access policy / requirements to access

Best practice solution with 
Privacy-ABCs

User’s device

Receives 
necessary 
data only

Full user control
& transparency

Profiling 
impossible

Validation 
Service not 
necessary

User’s trust 
domain

(4) Sends proof for necessary attributes
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Necessary privacy adjustments to the 
draft eIDAS regulation
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III. Data protection for eID chapter

• Current draft references data protection only 
for Trust Services

• Clarify that data protection applies also to 
Issuers and Validation Services by moving 
reference to chapter I

• Especially: Regulate retention of personal 
data for Validation Services
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Summary

I. Emphasize concept of authentication instead 
of identification

II. Remove barriers for privacy-preserving 
solutions

III. Data protection for eID chapter
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Thank you for your attention
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Questions?
Comments?

Contact:

Harald Zwingelberg

abc4trust@datenschutzzentrum.de 

www.datenschutzzentrum.de

+49 (0)431 / 988-1200

Further information:

ABC4Trust research results are

published at: www.abc4trust.eu
ABC4Trust position paper


